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WR-1Wireless Router User Guide

Introduction

The popularity and affordability of IP networking has driven audio/video and control
networksto share the same physical wiring with computer networks. However, computer
data can tolerate unpredictable latency in ways that audio-video streaming and control
systems cannot. Sophisticated systemsrequire the same robustness as an enterprise
network to ensure that IP-based controls occur instantly and audio/video packets arrive in
time.

pakedge »
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Note: If thisisyour first time installing this product, please read this manual in its
entirety.

Customer Service and Technical Support

Pakedge iscommitted to providing you with exceptional support on all of our products. If
you wish to speak with one of our representatives, you may contact us at:

Customer Service
« Email: customerservice@pakedge.com
« Phone:650.385.8701

Technical Support
o Email: support@pakedge.com
« Phone:650.385.8703
o Visit our website for up-to-date support information at www.pakedge.com.

Please be prepared to provide your product's model and serial number when contacting
Pakedge Support. Your model and serial numbers are printed on alabel located on the
electronic housing.


mailto:customerservice@pakedge.com
mailto:support@pakedge.com
http://www.pakedge.com/

Installing

For installation procedures, refer to the Quick Start Guide that came with the wireless router. You
can also visit the Dealer Portal on our website for all the current user manuals and quick start

guides.

Note: If you install the wireless router in a closed or multi-unit rack assembly, the operating
ambient temperature of the rack environment may be greater than room temperature. Make
sure you install the equipment somewhere within the recommended temperature range.

Ensure that the unit is physically mounted away from obstructions that could interfere with the
wireless signal, such as metal racks or other wireless transmitting electronic devices.

For free-standing installation, make sure that the wireless router has at least 15 in. (3.75 cm) of
clearance on each side to allow for adequate air flow and cooling.



Getting to know your product

Package contents
« WR-1Wireless Router
« Power cord
. Ethernet cable
o Quick Start Guide



Front
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The front panel of the wireless router has several blue LEDs. See the Table 1below for more

information.

Table 1 LED explanation

LED

Power

WAN 1

LAN 1-4

2.4 [GHz]

5 [GHz]

Status

LINK/ACT

LINK/ACT

LINK/ACT

LINK/ACT

Blue

Off

Blue

Flashing Blue

Off

Blue

Flashing Blue

Off

Flashing blue

Off

Flashing blue

off

r/

Operation

The wireless router is powered on

The wireless router is turned off

Port is online (link established)

Activity

No device connected

Port is online (link established)

Activity

No device connected

Activity

No wireless connection established

Activity

No wireless connection established



Back

All connections are made at the back of the router. See Table 2 for more information.

R

Table 2: Interface explanation

Interface Type
Reset N/A
Button

usB USB-A
LAN 14 RJ-45
WAN RJ-45
AC power AC
input

Specifications

Speed

N/ A

Link speed up
to 480 Mbps

10/100/1000
Mbps

10/100/1000
Mbps

N/ A

Protocol

N/ A

USB 2.0

Ethernet

Ethernet

N/A

Description

Hold Reset button for 10
secondsto return settingsto
factory defaults.

USB port used for file sharing

4-port switch connections on
the internal network

WAN port used for the
Internet connection from the
ISP

Power input

To view devices specifications, see the WR-1s data sheet at pkdge.com/wrl-ds.

/4


https://www.control4.com/docs/product/pakedge-wr-1/data-sheet/english/latest/pakedge-wr-1-data-sheet-rev-a.pdf

Accessing the wireless router

To accessthe wireless router’s GUI:

1 Plug an Ethernet cable from the wireless router to a computer.

2. Make sure your network card is set to obtain an IP address automatically. Then open any
Internet browser and go to the default IP address. Note: For best results, we recommend
using Mozilla Firefox as your web browser. If you are using Internet Explorer, use version 9
or newer.

3. Enter the default username admin and the password admin, then click the arrow.

WR-1

Username

Password

Note: The first time you log in,you will be directed to the Quick setup page and will be required
to update your password before proceeding to the dashboard.



Dashboard

The dashboard provides a Quick setup link to help with a more efficient setup.

Of O

Quick setup GELGET CPU usage Memory usage

Device/Network information

WR1 WRITO 2h 20m 555 061 Thu 07/06/2017

Towards the top of the page you will find information on the serial number and uptime on the
wireless router as well as the CPU and memory usage.

Device/Metwork information

WR-1 WR-1T0 2h 29m 555 061 Thu 07/06/2017

1000 192.168.1.99 % o

Connected clients

dubravka 192.168.1.101 9h 20m 55s
LAN 192.168.1.102 N/A
LAN 192.168.1.100 N/A
WAN (Internet) 100 N/A
LAN 192.168.1.210 N/A

If there is new firmware available for the wireless router, you will see a message notifying you of an
option to download it.

New firmware available 0.90

Quick setup BakPak CPU usage Memory usage

The Connected clients section shows the devices that have received an IP address from the
wireless router. Usually devices with static IPs assigned to them will appear in this field.



Device/Network information

MODEL SERIAL UPTIME FIRMWARE DATE

WR-1 WR-1TO 2h 29m 55s 0.61 Thu 07/06/2017
WAN IP ADDRESS LAN IF ADDRESS MAC ADDRESS 2.4 GHZ MAC ADDRESS 5.0 GHZ

100 192.168.1.99 90: 90:

Connected clients

HOSTNAME/ZONE 4 IP ADDRESS 4 MAC ADDRESS 4 LEASE TIME REMAINING
dubravka 192.168.1.101 9h 20m 55s

LAN 192.168.1.102 N/A

LAN 192.168.1.100 N/A

WAN (Internet) 100! N/A

LAN 192.168.1.210 N/A

Wi ireless LAN information summarizes the wireless configuration for the selected radio.
Current SSID configurations lists the SSID(s) of the wireless networks.

W ireless connections displays any wireless device that has been discovered by the wireless router
on the selected network. When a device on the network transmits data, the wireless router will log
its IP address.

Current SSID cenfigurations
SSID %+ PROFILE + SECURITY E

PakedgeZ 4 Pakedge default WPA2 PSK WPA2 PSK

Wireless connections [E)

SsID S MAC ADDRESS s X + RX + RsS E BLOCK




Quick setup

The Quick setup link redirectsto a page that walks through the key steps for setting up the
wireless router in arouter mode or bridge mode.

WR,’I Network

Quick setup

Mode

WAN zone

Protocol DHCP
Use custom DNS servers (+]
Override MAC address | 90
DNS forwardings 0

Rebind protection

Allow localhost

n pical m

W hen selecting wireless router mode, the following information is required to be filled in before
settings may be applied: WAN Zone, LAN Zone, and Wireless.

WAN zone

To connect to the Internet,the WAN zone must be properly configured. The wireless router
supports the three main types of Internet connections:

o Static IP (Fixed public IP address mostly used by business-class broadband services)
o« DHCP (Typically used by cable companies and DSL basic service)
o PPPOE (Used by DSL companies such as AT&T)

Determine what type of Internet connection you have from your Internet service provider (ISP),
and then follow one of the three instruction sets below to connect the wireless router to the
Internet.

Static IP

To configure the wireless router to a static IP:

1 Select Static address for the Protocol.

Protocol Static address r

Static address
IPv4 address DHCP
PPPoE

IPud snhnet mack 2ER 2EE 26650 ¥

2. Enter the IPv4 address, IPv4 subnet mask, IPv4 gateway, and DNS server provided by your
ISP. Select Custom from the Subnet mask drop-down menu to enter a custom subnet mask.



Click Apply. The wireless router now has the Static IP configured.

Protocol Static address v
IPv4 address 100
IPv4 subnet mask 255.255.255.0 v
IPv4 gateway 100
Use custom DNS servers 8.6.8.8 e
Override MAC address 90
DNS forwardings e

Rebind protection

DHCP

By default, the wireless router will connect to the Internet using DHCP. If your ISP uses DHCP, you
may need to reset the modem to get Internet access. If you are using a modem that has a wireless
router built into it, you may have to configure DMZ settings to allow complete functionality of the
wireless router.

PPPoOE
To configure the wireless router using a PPPoOE connection:

1 Select PPPoE from the Protocol drop-down menu.

Protocol PPPoE ¥

Static address

DHCP

2. Enter the username that the ISP assigned under the PAP/ CHAP username field. Enter the
password in the PAP/ CHAP password field. For Use custom DNS servers, enter the DNS
server you would like to use. For example, you can use 8.8.8.8. The wireless router is now



set up for PPPoOE.

Protocol PPPoE v
PAP/CHAP username
PAP/CHAP password
Use custom DNS servers 8.8.6.8 e
MTU 1492

Override MAC address 90:
DNS forwardings e

Rebind protection

Additional WAN options
DNSforwardings

The DNS forwardings option will forward LAN DNS requests pointed to the wirelessrouter to the
specified public DNS server.

DNS forwardings e

Rebind protection

This protectsthe WAN from receiving DNS information from any “Local” non-public IP address
positioned above the wireless router in the network. If the wireless router is positioned behind
another wireless router, this feature should be disabled.

Rebind protection ..~

Remote access

This setting only enablesremote access. To configure remote access, see “Remote access”. To
enable, click Enable secure web access.

LAN zone
The default IP address of the wireless router is 192.168.11
To change the IP address of the wireless router or change the entire network address:

1 Enter the new IP address you want to use in the IP address field. In the following example,
we change the IP address of the wireless router to 192.168.10 .99.

IPv4 address 192.168.10.99


../../../../../Content/wr-1-ug/Remote access_1.htm

2. Below the Enable DHCP Server check box, the Start field indicates the first IP address that
will be handed out by the wireless router. The End field indicates the last IP address that will
be handed out.

Enable DHCP server ./

Start 192.166.10.100
0_: €51 leased ao0dress
End 192.168.10.198
0‘:_'%:' eased address
Lease time 12h
@ Expiry time of leased addresses, such as, 7d or 12h o 60m. Minimum is 2 Minutes

3. The Lease time field allows you to view/ modify DHCP IP address lease time. The following
format must be used: a D represents days, an H represents hours and an M represents
minutes. For example, if you wanted to change the lease time to be 3 days 2 hours and 30
minutes, you would set the lease time to 3D2H30M.

Wireless

The Wireless menu walks you through the primary SSID configuration for the 2.4 GHz and 5.0 GHz
radios.

o Enable: The SSID may be turned on or turned off using thistoggle.

o Wireless Name (SSID): The SSID is the name associated with the WiFi network. An SSID
cannot exceed 32 characters.

o Encryption and Password: Thisinformation will be associated with creating a security profile
that may be applied to additional SSIDs.

After your wireless router has been configured, click Apply for your changesto take effect.

Note: When selecting Bridge mode, the LAN zone and Wireless information must be completed
before settings can be applied.



OvrC Remote Network Management

OvrC givesyou remote device management, real-time notifications, and intuitive customer
management, right from your computer or mobile device. Setup is plug-and-play, with no port

forwarding or DDNS address required.
To add this device to your OvrC account:

%
/\ Access Point

H ome —' Router =t} '| =

| Switch |

ovrc

Mobile
Apps

N\

~—
N—7
ouc

Remote Web Browser
Access

[ =

1 Connect the AP to theinternet.

2. Loginto OvrC (www.ovrc.com).

3. Add the device (MAC address and serial numbers needed for authentication).



Status menu
Analysis

The Analysis section allows you to view statistics on the wireless router.
The Port status section displays which ports on the wireless router are currently active.

Ports status LA

The LAN/WAN Statistics section displays the amount of traffic going through the LAN or WAN of
the wireless router.

LAN/WAN statistics

Inbound 8 47 kbit/s Outbound 2 53 kbit/s Select zone: WAN ~

kbit/s

Inbound =3 Outbound

The Live Sessions section displays information on active connections. This information includes the
protocol type,amount of data transferred, and the destination of the data.

Live sessions

UpP 22 TCPY l ‘ Other 3 Statistics window: 5Minutes v

connections

UDP = TCP = Other

Active connections

IPV4 TCP 100.32.47 50:40017 ©c2-52-26-21-100 us-west-2 compute amazonaws. com-8016 157 MB
IPva uoP PakedgeWX-1-B894EA lan-48438 mywr-1:1234 122mB
IPV4 UNKNOWN 0.0.0.0:0 all-systems. mcast.net0 305.16 KB

System report

The System report page lets you maintain alog of system events. To enable, click the Enable
remote system log toggle, enter the log and log server details, then click Apply. To download a



system log, go to this same page and click Download.

Enable remote system log ®

System log buffer size 10240

0 Buffer glze Is In KB

External system log server o000

External system log server port 514

Download Apply




Network menu

Quality of service

Quality of service (QoS) allows you to prioritize data on the network. For example, there are
certain applications which require the least amount of latency possible. You can prioritize thistype
of traffic so that it is sent ahead of other data that can function properly with some latency, such
as ordinary web traffic.

To configure QoS:

1 From the Dashboard, click Network, then click Quality of service.

Enable @

Download speed limit (Mbit/s) 25

Upload speed limit (Mbit/s) | 10

Med A A *| uoe v | 5060 M (%]

2. Click the Enable toggle to enable QoS.

o You can restrict download and upload speeds on this page. For example,inthe image
above we have set 25 Mbps as the limit for download and 10 Mbps as the limit for
upload speeds. This setting will apply to all devices on the network.

o A default rule is already defined to allow priority of Voice Over IP (VOIP) data.

Med v All v All v uop v 5060 v

3. If you want to create a new QoS policy to prioritize certain data, click Add new and set the
following fields:

Normal v

Al v (%]
Al

— Custom —

192.168.1.101
100

192.168.1.240
192.168.1.100
192.168.1.250
— Custom -

192.168.1.101
100

192.168.1.240
192.168.1.100
192.168.1.250
— Custom -

o The Priority column allows you to select the priority of the data.

o The Source host column allows you to define which source IP address the policy will
apply to. If you select All, the policy will apply to all devices on the network. If your
deviceislisted in the drop-down menu, you can select it. Otherwise, select custom and
manually enter the IP address.

o The Destination host column allows you to define which IP destination address the
policy will apply to. If you select All, the policy will apply to any IP address on the
Internet.

o The Protocol column allows you to select whether the data that you are prioritizing is
TCP or UDP. If you are unsure, you can simply select All, which will use both.



o The Portscolumn allowsyou to select which portsthe data you are prioritizing uses.
Click the drop-down menu and select Custom. You can then enter the port number that
your application uses.

4. For example,we will prioritize the data of a computer on the network. For the Priority
select High. Enter 192.168.134 as the IP address of the computer for the Source host. For
the Destination host, select All; this will ensure that the policy will apply no matter what
destination on the Internet the computer goesto. For Protocol select All. This means the
policy will apply to TCP and UDP data. Portsis also set to All.

5. Click Apply to finalize the settings. By default, arule is defined to allow priority of Voice
Over IP (VOIP) data.

Med v All v All v upp v 5060 v



Network zones

The Network zones section displays the WAN and LAN network settings.

WaN LAN

2

9
2
34968
6160 16m 235
z,faa M8 Edit
6d 160 16m 23s
Edit

To change any of these settings, click Edit.

Changing WAN settings

The wireless router supportsthe three main types of Internet connections:
o Static address (fixed public IP address mostly used by business class broadband services)
o DHCP (typically used by cable companies and DSL basic service)
o PPPOE (used by DSL companies such as AT&T)

Determine what type of Internet connection you have from your Internet service provider (ISP),
and then follow one of the three instruction sets below to connect the wireless router to the
Internet.

Static IP

To configure the wireless router to a static IP address:

1 Inthe Network zones section, under WAN, click Edit. The WAN zone edit screen opens.

WAN zone

TYPE DDRESS UBNET MAS GATEWA’ UPTIME
STATIC 100 2552552550 100 0h 8m 10s
8868 o 9.16MB 12208 MB

Protocol

IPv4 address

IPv4 subnet mask

IPv4 gateway

Use custom DNS servers

Override MAC address

DNS forwardings

Rebind protection

Static address ¥
100!
2552552550 ¥
100,

88838 [+)

a0

@ Discard upstream RFC1918 responses




2. For Protocol, select Static Address.
3. Enterthe IP address, Subnet mask, Default gateway, and DNS server provided by your ISP.

4. Click Apply. The wireless router is now configured for static IP.

DHCP

By default, the wireless router will connect to the Internet using DHCP. If your ISP uses DHCP, you
may need to restart the modem to get Internet access. If you are using a modem that has a
wireless router built into it,you may have to configure DMZ settingsto allow complete
functionality of the wireless router.

PPPoOE
To configure the wireless router using a PPPoOE connection:

1 Inthe Network zones section, under WAN, click Edit. The WAN zone edit screen opens.

2. Select PPPoE from the Protocol drop down menu. The available fields change.

Protocol J PPPoE v ‘
PAP/CHAP username
PAP/CHAP password
Use custom DNS servers 8.6.8.8 e
MTU 1492
Override MAC address 90
DNS forwardings e

Rebind protection

3. Enter the username that the ISP assigned under the PAP/ CHAP username field. Enter the
password in the PAP/CHAP password field. For the Use custom DNS servers, enter the DNS
server you would like to use. For example, you can use 8.8.8.8. Click Apply when finished.
The wireless router is now set up for PPPOE.

Additional WAN options
DNS forwarding

The DNSforwarding option will forward LAN DNSrequests pointed to the wireless router to the
specified public DNS server.

DMS forwardings e

Rebind protection

This function protects the WAN from receiving DNS information from any “Local” non-public IP
address positioned above the wireless router in the network. If the wireless router is positioned
behind another wireless router, this feature should be disabled.



Rebind protection .~

Changing the IP address of the LAN zone
The default IP address of the wireless router is 192.168.11
To change the IP address of the wireless router or change the entire network address:

1 Inthe Network zones section, under LAN, click Edit. The LAN zone edit screen opens.

LAN zone
STATIC 192168109 2552552550 wa 6d16h 43m 275
n/a 90.A7.C1:64FE 16 34968 21167 MB

IPv4 address 192.168.1.99
IPv4 subnet mask 2552502550 ¥

Enable DHCP Server
Start | 192.168.1.100

End 192.168.1.198

Lease time 12h

2. Click Edit.

3. Enter the new IP address you want to use in the IPv4 address field. In the following
example,we change the IP address of the wireless router to 192.168.10.99.

IPv4 address 192.168.10.99

IPv4 subnet mask 2552552550

4. Inthe DHCP Server section, the Start field indicates the first IP address that will be handed
out by the wirelessrouter. The End field indicates the last IP address that will be handed
out.

5. The Lease time field allows you to view/ modify DHCP IP address lease time. The following
format must be used: A D represents days, an H represents hours and an M represents
minutes. For example, if you wanted to change the lease time to be 3 days 2 hours and 30
minutes, you would set the lease time to 3D2H30M.



192.168.10.100

192.168.10.198

6. Click Apply to finalize your settings.



NAT

Port forwarding

Port forwarding allows services inside the network to be available from the Internet. For example,
if you have an IP camera on your network, port forwarding would allow you to remotely view the
camera.

To configure port forwarding:
1 From the Dashboard, click Network, then click NAT.

2. Asan example,we will forward TCP port 80 to an IP camera on the IP address 192.168.150.
Click Add new.

Port forwarding

@ TCP+UDP ~ [ } [ —Please choose - '] [ } Disabled v Q

Add new

[ rddrew |

3. For the Description, enter IP Camera. For the Protocol, select TCP. Enter 80 for the Ext port.
For the Internal IP address, select Custom and enter 192.168.150. Enter 80 as the int port.
For Source NAT IP, select Disabled. Click Apply.

L ] IP Camera TCP v 80 162.168.1.50 v 80 192168199 (LF ~

DHCP reservation
DHCP reservation allows the wireless router to continually assign the same IP address to a device.

To create a DHCP reservation:
1 From the dashboard, click Network, then click DHCP Reservation.
2. Click Add new.

This section contains no values yet

3. For the Hostname field, type a name. For the MAC-address field, select the device you
would like to make a reservation for. You can also manually enter the MAC address of the
device. When entering the MAC address, use colons. For example, aa:bb:cc:dd:ee:ff.

Inthe IP address field, select custom and enter the IP address that you would like to assign

to the device.

laptop 90:a7:c1:53:00:23 (192.168.1.210) v | 192168.1.102 "| Q




4. Click Apply when finished. You may need to restart the network card of your device for it to
receive the new IP address.



Static routes

Static routes allow the manual forwarding of traffic to networks that are not a part of the wireless
router internal routable networks.

To create a static route:

1 From the dashboard, click Network, then click Static routes.

o Forour example,we will be forwarding traffic destined for the unknown network
(192.168.222.0/24) to the IP address of the gateway device which has knowledge of
that network (192.168.1117).

2. Click Add new.

This section contains no values yet

o Target IP Addressisthe network that must be accessed and is not directly known by
the wireless router (192.168.222.0).

o Target Subnet mask isthe subnet mask of that network (255.255.255.0).

o Zone should match the network zone that gateway traffic will be forwarded to.

o Gateway isthe IP address traffic should be forwarded to in order to reach that new
network (192.168.1111).
An example of thiswould be the WAN IP address of a second router connecting to the
LAN of the wireless router. In order to reach the second router’'s LAN, a static route
must be added to inform the wireless router of the gateway IP that has direct
knowledge of this new network.

« Metric can be changed to indicate precedence between two similar routes. If the higher
precedence route is not accessible, then the lower metric route will be taken.

192.168.222.0 255.255.255.0 v WAN v [ 192168 1.111 '] l 4 ] Q

3. Afterthe information has been entered, click Apply.



Wireless

The Wireless menu walks you through configuring all wireless settings. (The default wireless
password is pakedgewireless).

Radio

1 From the dashboard, click Network, then click Wireless. The Wireless Radio Settings screen

opens at the Radio tab.

2. Click Apply after making any changes.

Radio

Country code CA (locked)

Operation mode Access Point v Operation mode Access Point v
Wireless mode G/N Mixed v Wireless mode A/N/AC Mixed v
Channel width HT 20 MHz v Channel width VHT 80 MHz v

Channel Auto v Channel Auto v

Apply

o Operation mode: Both the 2.4 and the 5 GHz bands have the following operating

modes:

o Access point: Standard mode of operation. Allows a wireless connection to the
LAN.

« WDSroot access point: The access point with this mode set will be the “root”
device that access points configured with WDS repeater and WDS bridge will
connect to.

Wireless mode: Select the setting that correspondsto the type of wireless clients
connected to your network: B-Only, G-Only, B/ G-Mixed, N-Only, N/ G-Mixed, or B/ G/ N-
Mixed (on 2.4 GHz) or A-Only, N-Only, N/ A-Mixed, AC-Only, AC/ N-Mixed, or A/ AC/N-
Mixed (on 5 GHz). If you aren’t sure which types of clients will access the wireless
networks, we recommend selecting B/ G/ N-Mixed on 2.4 GHz and A/ AC/N-Mixed on 5
GHz for best performance.

Note: When set to a mixed mode, all devices connected to the wireless network will
use the mode that iscompatible for all devices. For example, if you have the 2.4
GHz radio set to B/ G/ N Mixed and all connected devices use G, the speeds will slow
accordingly.

Channel width: By default, the Channel Mode is set to HT 20 MHz (when using 2.4 GHz)
and HT 80 MHz (when using 5 GHz). Selecting the HT 40 MHz channel mode on 2.4 GHz
will allow for greater speeds, but at the risk of also increasing interference.

Example: When using the 20 MHz channel width on the 2.4 GHz band, channel 6
would bleed into channels 4,5, 7,and 8, giving you three non-overlapping channels
(4, 6,and 1I). When using 40 MHz channel width on the 2.4 GHz radio, channel 6
would bleed into channels 2,3,4,5,7,8,9,and 10.



« Channel: Using the default setting (Auto), the wireless router automatically selects the
channel with best performance for the wireless network. This automatic scan occurs
only after areboot or restoration of factory default settings. To select a channel
manually, click the drop-down list and select a channel. The channel options available
depend on the country code that’s selected.

o AP detection: Click Scan to perform an automatic site survey. A new window will open
and display the site survey utility. The wireless router will scan the frequency for
devices currently broadcasting their SSID and then display them in the table.

o Country code: Selecting your country isrequired for proper functionality of this device
and may be required by law. After selecting your country and clicking Apply, the
Country Code feature will lock. To regain access to Country Code, the access point
must have factory defaults restored.

Security profiles
Under the Security profilestab, you will be able to configure security profilesthat can be used
when creating SSIDs under the Configuration tab.

1 From the dashboard, click Network, then Wireless, then the Security profiles tab. Click
Apply after making any changes.

Security profiles

Pakedge default WPA2 PSK WPA2 PSK Y| e

Add Security Profile 1/4
Apply

2. Profile Name: Create a name for the security profile.
3. Encryption: Select an encryption type for your security profile:
o No encryption: This will leave your profile without security (not recommended).
« WPA PSK: Password must be at least eight characterslong. Thisis alegacy encryption
protocol (not recommended).
« WPA2 PSK: Password must be at least eight characterslong. AES-only encryption.
(Recommended)

« WPA/WPA2 PSK: Password must be at least eight characterslong. This feature is also
known as Mixed Mode and uses TKIP encryption.

Note: Passwords may contain only numbers and letters. Special characters are not
allowed. Examples of special characters: (!@#$%:;"&*). Default password is
pakedgewireless.

Configuration
To configure SSIDs for both the 2.4 GHz and 5 GHz bands, go to the Configuration tab. The WR-1
can set up one SSID per band.

1 From the dashboard, click Network, Wireless, then the Configuration tab. Click Apply after
making any changes.



Configuration

Enable bandsteering

® Pakedge2.4 Pakedge default WPAZ PSK v

@ Pakedgeb Pakedge default WPAZ PSK v

Apply

« Enable band steering: Band steering steers 5 GHz-capable clients to that frequency. By
enabling this, the 2.4 GHz SSID and settings will be copied to the 5 GHz band.

. Enable: Use thistoggle to turn the SSID on or off.

o SSID (wireless name): The SSID isthe name associated with the WiFi network. An SSID
cannot exceed 32 characters.

o Security profile: The profiles created under the Security profilestab may be applied to
the SSID here.

o Encryption: Displays the encryption method that the selected security profile uses.

o Hide SSID: Prevents the SSID name from being broadcast. The SSID will still be
available for client access, provided the SSID isturned on. Thisis not a security feature.

o Isolate: This feature is also called “station separation,” and it prevents clientson the
same SSID from being able to access other clients on the network.

Guest network settings

The guest network acts asits own network and has access to only the Internet. Each access point’s
guest network isindependent from the guest networks of other access points.

To enable the guest network for each band, select enable. By default, the guest network names are
PakedgeGuest2.4 and PakedgeGuest5, and the IP scheme is set to 192.168.200.X. You can change
the SSID, IP address, subnet, starting IP address, and ending IP address. After changes are
complete, click Apply to save them.

1 From the dashboard, click Network, then Wireless, then the Guest network tab. Click Apply
after making any changes.



Guest network
PakedgeGuest2.4 Pakedge default WPA2 PSK v

PakedgeGuests Pakedge default WPA2 PSK v

o Enable: Use thistoggle to turn the guest network on or off.
« Wireless name (SSID): Enter the guest network’s SSID here.

o Security profile: The profiles created under the Security profilestab may be applied to
the SSID here.

« Encryption: Displaysthe encryption method that the selected security profile uses.
Gateway IP settings (manual)
Gateway IP settings

IP address 192.168.200.1

o
o
2
(%]
on

Subnet mask 2 2550 v

o IP address: Enter in the IP address the access point will be used on.

« Subnet mask: Select the class of the guest network. 255.255.255.0 is the standard setting and
is selected by default.

DHCP settings (manual)

DHCP server settings

Starting IP address 192.168.200.2

Ending IP address 192.168.200.254

DNS server IP 8888

. Starting IP address: Thisis the beginning of the DHCP range used on the guest network. If you
have multiple access points, you can give them the same DHCP range because the guest
network of each access point will be independent of one another.

o Ending IP address: Thisis the last IP address available on the DHCP range.

« DNSserver IP: The DNS Server IP can be set to an external DNS or to the wireless router’s IP
address if the wireless router provides a DNS server.



Detected APs

When enabled, the Detected APs tab will display the current SSID configuration and allow for up to
two access pointsto be detected. After they're detected, the wireless router will be able to push
not only the displayed SSID configuration, but also all settings from the Configuration and Guest
network tabsto those Pakedge access points on the network (available only on access point

firmware version 120 or higher).

1 From the dashboard, click Network, then Wireless, then the Detected APs tab. Click Push

settings after making any changes.

Detected APs

Enable detected AP's [ ]

Current SSID configuration

Pakedge2 4

Pakedge5

Detected APs [EB)

[ ] WK-1 192.168.1.227 90:

2. If there are no APs listed below the Detected APs section, click Refresh.

3. Afterthe APs have been detected, use the Enable toggle to enable/disable the settingsto

be pushed to particular access points.

Advanced

1 From the dashboard, click Network, then Wireless, then the Advanced tab. Click Apply

after making any changes.



Advanced
Transmit power Maximum v Transmit power Maximum v
RTS/CTS threshold 2346 RTS/CTS threshold 2346
L o
Beacon interval 103 Beacon interval 101
@ Provide a value between 50 and 350 0r-
Multicast enhancements /' Multicast enhancements /'
Enable client reject RSSI Enable client reject RSSI
Client reject RSSI threshold (dBm) 94 Client reject RSSI threshold (dBm) 94
or 9
Apply

Transmit power: The power depends on the distance of the devices in your wireless
network. From the drop-down list, select the desired power. You can use this feature to
limit the coverage area of the wireless network.

e 1dBm (ImW) —30 dBm (1000 mW): These are static power settings. The access
point will broadcast at the selected power level.

« Maximum: This setting will broadcast at the maximum allowed mW for the channel
selected if Obey Regulatory Power is checked. If Obey Regulatory Power is not
checked, then the maximum 30 dBm (1000 mW) will be broadcast.

RTS/ CTS threshold: Enter the packet size threshold for RTS/CTS (Request to

Send/ Clear to Send) to occur. The primary reason for implementing this function isto
minimize the collision between hidden stations, which occurs when access points and
wireless users are spread out in alocation and there is a high occurrence of
retransmissions on the wireless LAN. Default setting is 2347.

Beacon interval: Adjusting Beacon Interval will allow clients to sleep longer. Clients
have to wake up for every beacon, so this setting tells your client how many
milliseconds it can sleep for (e.g.,if BP =100 your stations are allowed to sleep for up to
100 ms).

Multicast enhancements: This converts multicast to unicast to enhance the multicast
performance over wireless.

Enable client reject RSSI: Enables the router to reject wireless clients with signal
strengths below a certain threshold.

Client reject RSSI threshold (dBm): Manually sets the minimum signal strength
threshold at which a device should connect to a specific radio. We recommend you
keep the default setting.



Services menu
SNMP

Simple Network Management Protocol (SNMP) is a standard protocol for network management
that provides basic information about the device. By default, it is enabled on the wireless router.

To view the SNMP settings:
1 From the dashboard, click Services, then click SNMP. Click Apply after making any changes.

Location MyLocation
Contact MyContact

Description Pakedge WR-1 Wireless Router

o Location: Type the wireless router’s location here.
o Contact: Type the contact name here.
o Description: Type the router’s description here.

Dynamic DNS

Dynamic DNS (DDNS) allows your wirelessrouter to be reached with a fixed hostname while
having a dynamically changing IP address. The wireless router has two options for DDNS. The first
isunder the Pakedge tab. Pakedge offersitsown DDNS service.

To create a Pakedge DDNS:

1 From the dashboard, click Services, then click Dynamic DNS. Click Apply after making any
changes.



Pakedge Othe

Enable @

Status Check

BakPak credentials
Enter existing BakPak credentials or create new BakPak DDNS-only account

BakPak email

BakPak password

|

Hostname

Enter desired DDNS hostname

D

Hostname

Check availability Claim hostname

_bakpakddns.com

Refresh time
Configure period for public IP check

Refresh time 12h

ime, such as, 7d o

o Refrest
M

Force refresh

Enable: Use thistoggle to enable Pakedge DDNS.

12h or 60m. Minimum is 10

Status check: You can click Status check to see the status of your Pakedge DDNS. The
wireless router displays the status of the Pakedge DDNS giving you the hostname that
the wireless router is currently using.

BakPak credentials: If you have an existing BakPak account, enter your credentials and
click Log in. Or,if you don’t have a BakPak account, you can register for an account to
use. Simply enter an email address and password and click Register.

You can change the BakPak user at any given time by simply entering the new
credentials and clicking Change.

Note: You can register for a new BakPak user only once on this wireless router. After
you have registered for a BakPak user once, the Register button will disappear from
the screen. Your existing BakPak account will remain active for use of BakPak DDNS.

Hostname: Pakedge DDNS uses the name.BakPakddns.com namespace, where name is
aname you choose. Enter a name you would like to use and click Check availability to
have the wireless router check if that name is available. In the following example we will
check to see if sitelBakPakddns.com is available. If the name is available, click Claim
hostname.

You can change the hostname you are using at any given time by simply entering a
new hostname and then clicking Claim hostname.

Refresh time: Specify the time between public IP checks, or click Force refresh to
refresh now.



To configure a non-Pakedge DDNS:

1 Inthe Dynamic DNS screen, click the Other tab. Click Apply after making any changes.

Pakedge Other

Enable @
Service dyndns.org v
n Support for this DDNS is provided by your DDNS vendor
Hostname mypersonaldomain.dyr
Username myusername
Password (>
Source of IP address Zone v

Zone WAN v

Check for changed IP every 10

Check-time unit min ¥

Force update every 72

Force-time unit h v

o Enable: Use thistoggle to enable DDNS.

« Service: Select your non-Pakedge DDNS provider.

. Hostname: Enter the full domain name that you signed up for.

o Username: Enter the username for your account with your DDNS provider.
« Password: Enter the password for your account.

« Source of IP address: Select Zone.

o Zone field: Select WAN.

o Check for changed IP every: Set how often the wireless router will check to see if the
WAN IP address has changed. Unit types are specified in the Check-time unit.

o Check-time unit: Select the unit of time that is used for the Check for changed IP every
field.

o Forceupdate every: Set how often the wireless router will force an update with the
DDNS provider.

o Force-time unit: Select the unit of time that is used for the Force update every field.

File Sharing

File sharing allows you to connect a USB drive onto the wireless router and share resources. The
wireless router offers both local and remote file sharing.

Setting up local file sharing

Local file sharing allows you to share the contents of a connected USB drive on the local network.



To configure local file sharing:

1 From the dashboard, click Services, then click File sharing. Click Apply after making any
changes.

Local Remote file access

Enable local file shares @

Hostname WR-1

Description WR-1 Wireless Router

Workgroup WORKGROUP

Username localshare

Password | seeeeer &

Read only

Disk(s) available

3-1 Kingston DataTrave | Enable [ ]

o Enable local file shares: Use thistoggle to enable local file shares, then click Apply. You
can now access the USB drive over the local network.

» Description: Enter how you want to see the local file share described.
o« Workgroup: Enter the name of your network workgroup.
o Username: Enter a new username (default is “pakedge”).
o Password: Enter a new password (default is “pakedge”).

o Read only: Select this so that computers on the network will be able to only read from
the drive and not write to it.

After you have enabled the file sharing and connected a USB drive into the wireless router, you will
see your drive listed in the Disk(s) available list.

Setting up remote file sharing

Remote File Sharing allows you to access the contents of your USB drive remotely.
To set up remote file sharing:

1 From the dashboard, click Services, then File sharing, then Remote file access. Click Apply
after making any changes.

Loca Remote file access

Enable remote file access @

Username remoteshare
Password | eeeses

You can access your files on the USB disk by https:// /mydisk.html

Apply




o Enable remote file access: Use thistoggle to enable remote file access, then click
Apply.

o Username: Enter a new username (default is fileshare).

« Password: Enter a new password (default is pakedger).

2. Toremotely accessthe USB drive, use aweb browser to go to
https://PubliclPaddress:8443/ mydisk.html.

Note: If you configured DDNS on the wireless router, you can use that in place of the
public IP address. You will see alogin screen similar to when you log into the wireless
router.

3. Enter your credentials and click Log in. You will see the USB drive listed.

Click the USB drive to view the files and folders inside of it, then click a folder to view the
contents of it.

5. Select afile and click Download to retrieve the file from the USB drive. You can also click
Delete to remove it.

6. You can also upload a file onto the USB drive remotely. Click the file upload icon, navigate
to the file and select it, then click Upload.

7. You can also create folders. Enter the folder name in the Folder to create field, then click
Create Folder.

8. Finally, click Log out to log out of the file share.

Mapping network drives

The following section will show you how to map the USB drive on the wireless router on various
operating systems.

Mac OS X
To map the USB drive on Mac OS X:

1 Click Go at the upper left.

# Finder File Edit View Window Help

2. Click Connect to Server.

Emclosing Folder

B A My Filex
¥ Doguments

B Detbtoe

O Dowsbcads

“ Home

B Computer

& AirDeop

™ Nptwork

oy Amplicabans

¥ Unilitees

Recn Folders.

Ga to Foldar
Lonnect bo Senver

3. Inthe Server Address field, enter SMB://IP address of your wireless router. The following
image shows an example of this. Click Connect.




P-NaNal Connect to Server
Server Address:

{smb://192.168.1.99

Favorite Servers:

4. Youwillbe prompted to login as a guest or registered user. Select registered user. In the
username and password field enter the credentials you have configured on the wireless
router.

Enter your name and password for the server
“192.168.1.99".

Connect as: (| Guest
(*) Registered User

Name: | pakedge

Password: Ium‘iiil I

[ | Remember this password in my keychain

| Cancel | | Connect

5. The USB drive willnow be mapped on your computer and you will be able to access fileson
that drive.

ol e & Date Modified SiEa Kimd

¥ (L0 Shared Files Today, 2:14 PM — Folder




Windows 8/ 10
To map the USB drive on the device for Windows 8/ 10:

1 Pressthe windows button on your computer. Type "computer" and press Enter.

Search

2. Click Computer towardsthe top.

i = |
Computer View
s B - L‘l
i == h-..f =
Properties Open FEename Access (Map network | Add a network
media * drive = lacation
5= Map network drive
3. Click Map network drive.
SRl N Computer
Computer WView
L‘. % o [&4 Uninstz
; - (B System
Properties Open Rename Access |Map nebworll Add a network  Open Control
media * drive * location Panel _t'!ﬂ.l Managy

o Map network drive

- o Di L‘seate a shortcut to a shared

=, Recent places . folder or computer on a network.

4 Downloads

4. Click Browse.



What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

F] W
il _._FEH-H W I Browse...

Example: Y\serverishare
Reconnect at sign-in
[]Connect using different cr[:?mﬁuh

Connect to a Web site that you can use to store vour docurments and pictures.

5. You will see the wireless router listed. You will also see all of the folders on the USB drive
connected to the wireless router.

Select a shared network folder

b| 4 2-1Westem Digital My Passport 0830
I J 2-2 Western Digital My Passport 0830
I+ 4 2-3Western Digital My Passport 0330
b 4 2-4 Western Digital My Passport 0830
I 0 2-5 Western Digital My Passport 0830
I+ 4 2-6Western Digital My Passport 0330
b 4 2-7 Western Digital My Passport 0830

bl 2w Dinital b F 0830 ]
Make New Folder OK

6. Select the folder you want to map and click OK.



Select a shared network folder

4EWR-1
b{ L 2-1 Western Digital My Passport 0830 |
[ 2-2 Western Digital My Passport 0330

I» 4 2-3 Western Digital My Passport 0830
I» 4 2-4 Western Digital My Passport 0830
I» 4 2-5Western Digital My Passport 0830
I» 4 2-6Western Digital My Passport 0830
I» 4 2-7 Western Digital My Passport 0830

W

Make Mew Folder OKI}

7. Enter the credentialsto accessthe folder.

Enter network password
Enter your password te connect to: WR-1

’LlSEI' name . l

H e |

Domain: | ==

[] Remember my credentials

e The user name or password is incorrect.

8. Your folder field will have auto populated with the name of the folder. Click Finish.



What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive:

Folder:

= 5

|

|| WWWR-142-1 Western Digital My Passport 0830 V|I| | Browse...

Example: \\server\share
Reconnect at sign-in

[[] Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures.

Finish | | Cancel

You will now have accessto the fileson the USB drive.

Drive Tools
Home Share View Manage » ﬂ
1 &3 » Computer + 2-1\Western Digital My Passport 0830 (WWR-1) (Z:)» w| ¢ | | Search2-1Westem Digital My... @
e MName # Date modified Type Size
B Desktop i New folder 8/27/2014 1:42PM  File folder
|18 Downloads 1 New folder (2) 9/5/2014 11:46 AM  File folder
‘] Recent places ] Strings 9/8/2014 2:45 PM MP3 File 2,116 KB
@ SkyDrive
(o Libraries
Documents
&' Music
[E=] Pictures
B videos
@ Homegroup
8 Computer
o

Your folder will now show up as amapped drive.

Drive Toals
Computer View Manage v 0
@ + 1 (M Computer » v Search Computer -]
457 Favorites 4 Hard Disk Drives (1)
B Desktop == Local Disk (C?)
|8 Downloads @ [ ]
- 551 GB free of 585 GB
E Recent places
4@ SkyDrive 4 Devices with Removable Storage (2)
ADATA (E)
4 Libraries ~ DVD RW Drive (D) | |
g @ 18.0 GB free of 202 GB
3 Documents
b ot Music 4 Network Location (1)
I [=] Pictures 2-1 Western Digital My Passport
4 ‘ Videos

3 Q% Homegroup

? 0830 (WWR-1) (Z:)
ez, | ]




Windows 7
To map the USB drive on the device in Windows 7:

1 Click the start button at the bottom left hand side. Click Computer.

L]
ﬁ WL medin player

0
22| Micreseft Office Excel 2007
leaa

F SAM-BA 212

B TeamViewer 3
Diefaudt Programn.

Q MIE Browser .
Help and Sapport

b AllPregrams

2. Click Map Network Drive.

_— T T S SR
cmgl?._-' v . = -

= Dewcrs meth Berrrwabie Sicrage (1)
Ly -

e - T G

3. Click Browse.




What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Dive: |z -

Falder: - W

Example: V\servershane

¥ Reconnect at logan
] Conmect using different credentials

4. Click WR-1to expand it. Click the folder you want to map underneath it to select it. Click
OK.

Browse For Folder g

L e e

Select a shared network: folder

?! Metwork
|
F u!_l WR-1

__I-'_ shared ‘ I
. Shared Files
M OWINDOWSBOOTCAMP

[

MakeNewFolder | | ok || cancel |

5. Check the box titled Connect using different credentials, then click Finish.



Wp Network Dl}sr
- -

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drrive: [Z: -

Folder: WWR-1\shared - Browse...

Example: \\server\share

Reconnect at logon

Connect using different credentials [

Connect to 3 Web site that you can use to store your documents and pictures,

6. Enter the username and password to accessthe folder. Click OK.

Windows Security _ — u

Enter Network Password

Enter your password to connect to: WR-1

|
P [ User name l
| [ Password l
Domain: WINDOWSBOOTCAMP

Remember my credentials

N | ok || cancel

7. You will now have accessto the fileson the USB drive.

O’@ &9 v Computer b shared ((/WR-LEZ) »

Organize »  New folder
L Name . Date modified Type Size
P Deskiop 1\ Shared Files 9/7/2014 214 M File folder
& Downloads 4] Snip20140907 9 9/7/2014209PM  PNG image 2k8
2] Recent Places [Ra] Snip20140907 11 9/7/2014210PM  PNG image 383KB
[Ra] Snip20140907 12 97/2014211PM  PNGimage 59KB
4 Libraries ] Snip2014007_13 9/7/2014211PM  PNG image KB
» [ Documents ] Snip20140007 15 9/7/2014216PM  PNG image 18KB
b @) Music
> [ Pictures

- [ Videos




Windows XP
To map a USB drive in Windows XP:

1 Click My Computer.

[4] Veme st ifovolu
L Gl on romeer prograns
[} D oty

Divaes il Meryrieeals: Yo mp:

_a._:) et o] g A9

3. Click Browse.



Map Network Drive E]

Windows can help you connect bo a shaned network Foldar
and Hesign & drive lstter bo the connaschion o thak vou can
acoass the folder using My Computer,

Spacify the drive letter For the connection and the Foldar
that you want to connect ko;

Drive:  |Z: w

Folder: “ | | Browse...
Examphs: Viserverishara
[ Reconnect at lagon
Canrect using a gifferent yser name.
Mwmﬁm

(oot ]

4. Select the folder you want to map. Click OK.

Browse For Folder E|g|

Select a shared network Folder

& My Metwork Places
= @ Entire Metwork

Y mntelMetProvCredian

= 9 Microsoft Windows Metwark

-P:; Warkgroup

_»j 2-1 Western Digital My Passport 0830 on WR-1 Router (WR-1)
_,g 2-2 Western Digital My Passport 0830 on WR-1 Router (WR-1)
_,ﬁ" 2-3 Western Digital My Passport 0830 on WR-1 Router (WR-1)
_—ﬁ 2-4 Western Digital My Passport 0830 on WR-1 Router (WR-1)
_-_{ 2-5 Western Digital My Passport 0830 on WR-1 Router (WR-1)
-'f 2-6 Western Digital My Passport 0830 on WR-1 Router (WR-1)
_.3‘ 2-7 Western Digital My Passport 0830 on WR-1 Router (WR-1)
_.3‘ 2-8 Western Digital My Passport 0830 on WR-1 Router (WR-1)

(o
Ly

5. Click Finish.



Map Network Drive

windows can help wou connect to a shared network Ffolder
and assign a drive letter to the connection so that vou can
access the Folder using My Computer,

Specify the drive letker for the connection and the Folder
that you want to connect to:

Drrive: Z: L

Folder: |\WR-112-1 Western Di v

Example: V\serverishare
[Jreconnect at logon
Connect using a different user name.

Sign up for online storage or connect to a
network sever,

I Finisl:k_Jl Cancel

6. Enter the credentialsto accessthe folder.

Connect to RE-1

User name:

Password:

Connecting to RE-1

7 WR-1\pakedge W

[Jremember my password

[ K ] [ Cancel

You will now have accessto the folder.



= 7-1 Western Digital My Passpart 830 on RE-1 Router [Re-1T (7] -. = T\
Fie Edb  Yew Fawoikes Took  Help I

€] ) (F Dsewn [ podes [~

Address [ 11, * B
File and Folder Tasks | S | = e (2]
) Make o reew Tokder
i Publsh i Folder 1 the b,
ek | S

Your folder willnow be mapped on your computer.

2 My Computer

Fle Edit ‘Wiew Favorites Tools  Help

Q Back O @ pSEarch [C Folders v

Address 9 My Computer

Files Stored on This Computer

System Tasks
) ) ) D= =

Views system information |r Shared Documents Ir best's Documents
ﬁ Add or remave programs
G Change a setting

Hard Disk Drives
Other Places & ) —

wﬁ = Lacal Disk {C:)
g Iy Metwark Places
[B My Docurnents
|3 Shared Documents Devices with Removable St%ge
Ba Control Panel

_ ° DYDCO-RY Drive (D) &é ; ADATA (B}

T

Details

My Computer Network Drives
System Folder
= P
== Z-1 Western Digital My Passpart
0830 on '"WR-1 Router (WR...

R

UPnP

UPNP allows for automatic configuration of the wireless router for your devices. This can be
essential for certain audio/video systems and devices such as game consoles.



To enable UPnP:

1 From the dashboard, click Services, then UPnP.

Bl B Yoo oy ks ok 1 .

[LErn— 4 Sep g X | +

2. Select the toggle for Start UPnP and NAT-PMP service, then click Apply.

VPN

The wireless router supports OpenVPN. You can connect to the wirelessrouter remotely and have
accessto all network resources.



Configuring OpenVPN
To configure OpenVPN:

1 From the dashboard, click Services, then VPN.

OpenVPN server

Enable

Local gateway address 100

OpenVPN subnet 10.8.0.0

Subnet mask 255.255.255.0 v

This section contains no values yet

Apply

2. Select the Enable toggle, then configure the following fields:

o Local gateway address: The Public IP address or DDNS name of the WAN interface. We
recommend that you use DDNS or BakPakDDNS because if the WAN IP changes, all
remote clients will require new configurations made for them.

« OpenVPN subnet: The IP Subnet used by the OpenVPN connected clients. The
OpenVPN clients will connect using their own dedicated IP subnet. This IP subnet
cannot overlap with any of the local LAN or VLAN networks on the wireless router. This
iswhy the default is set to 10.8.0.0. This should be in IP Subnet notation (with O at the
end of the address).

o Subnet mask: The subnet mask size to use for the OpenVPN network.

Note: the default username is pakedge and the default password is pakedgev. To add usersto
the VPN, click Add new and specify a name. Each remote client connecting to the wireless
router’s OpenVPN server will need to have a profile created for them. The profile only requires
aname given to it. Then the profile isdownloaded as a configuration file and sent to the device
that will be connecting.

When you connect to the VPN you will have full access to all of your devices on the network.

Note: When you connect to the VPN, you will receive an IP address from the same IP scheme
asyour LAN zone. For example, if your LAN zone is setup for 192.168.1X you will receive an IP
address from the IP range of 192.168.120 thru 192.168.130. If your network LAN zone is setup as
192.168.10 .X you will receive an IP address from the IP range of 192.168.10.20 thru 192.168.10.30.

OpenVPN client setup

After creating a client profile and downloading the configuration file, you need to load the
configuration file into the OpenVPN program you are using.



o Each operating system hasits own version of an OpenVPN client. The connecting device will
need to download an OpenVPN client (which we have recommendations on below).

o If the configuration file was downloaded to a PC which is not the device that will be
connecting, email the configuration file to an account that the device can access. This will
allow mobile devices to open the configuration file directly to their OpenVPN app.

Important: Each configuration created for the OpenVPN server will only allow one connection
at atime. Multiple users must have individual configurations created for them. If a second user
attemptsto connect to a configuration with a user already connected, the first user will be
dropped from the connection.

Windows

The official OpenVPN release for Windows ships with a GUI frontend called simply "OpenVPN-GUI"
and can be found in the \bin\ subdirectory of the installation path, with shortcuts placed on the
desktop and start menu unless unselected during program installation. This wiki page describes
how to use this GUI frontend.

The GUI livesin the system tray, so controlling one or more VPN processes is always done through
the context menu of the GUlicon. When the GUIl is launched, nothing will happen beyond placing
the icon in the tray. To do something useful with the GUI, you need to interact with it by right-
clicking to bring up the context menu.

Note the GUI will start the VPN process in the context of the running user. When this user does not
have administrative rights (or has rights limited through UAC) it will most likely fail to correctly
start the VPN as routes and addressing cannot be changed by unprivileged users.

W hen starting the OpenVPN GUI, the standard Windows practice of right-clicking on the shortcut
and selecting "Run As Administrator" will allow a UAC user to run it in administrative context. If the
user lacks admin rights, it will be necessary to "Run As..." and enter credentials for an
administrative user. Once started in this fashion, further interaction via the tray icon will be run in
the context of the elevated user.

Creating and placing config files

= | config

i
5 4 cut 72, New ttem = N Select all
N | x o v H

1 | Easy access ~ Select none
Pin to Quick Co aste 2 0 Delete Rer New Properties
access [#] Paste AL to t = folder v

Clipboard Organize New Open Select

7 invert selection

« - 4 » ThisPC » 0S(C:) » Program Files (x86) > OpenVPN > config
Name Date modified Type Size

o Quick access
=] README.ixt 8/30/2017 7110 PM  Text Document 0KB

@ OneDrive [] WR-1T091411085-RemoteUser-001.ovpn  8/30/2017 7:10PM OVPN File 0KB
[ This PC
I Desktop

By default, the GUI will present context entriesto connect to any *.ovpn file under the .\ config\ dir
of the installation path (including subfolders.) If you do not place any config files here, the context
menu in the GUI will not allow you to connect anywhere (since it has nowhere to connect to.)

The screenshots below demonstrate use of the OpenVPN-GUI, step-by-step.
After Startup

After initially launching the OpenVPN-GUI program, the GUl icon will be show in the tray, as shown
in the image below. Note that thisicon can be hidden when marked "inactive" by the OS, so check
the expanding arrows to the side of the system tray if it's started but not shown.
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Context Menu

Right-clicking on the icon will pull up the context menu. This menu will allow you to connect any of
the config files placed as explained above. Note that you must name these files with the .ovpn file

extension. Windows has a bad habit of hiding "known" file extensions, so be careful not to name a
config file something like “Sample.ovpn.txt” by mistake.

Connect
Dhsconnect

Show Status

View Log
Edit Config

Change Password

Settings...
Exit

Connecting and disconnecting

After you have created a config file, going into the context menu and selecting the "Connect"
entry will start openvpn on that config file. A status window will open up showing the log output
while the connection attempt isin progress (see screenshot below). After successful connection,
the status window will be hidden, but can be viewed from the context menu if desired.

Fribday 24 17:50014 20013 OpertPN 2.3.01E56-wb4-mingw32 [S5L [DpenSSL]] [LZO] [FECST1T] [surepkia) [IFs
Fribay 24 171:50:14 2013 NOTE: OpervPN 2.1 requires “-script-zacunty 2' or kagher o call user-dehned scapts
Fribday 24 11:50:14 2013 do_ifconifig, - ipvE=0, it-> did_ifconhig_ipvE_setup=0

FriMay 24 11:50:14 2013 open_tun, > ipvEs(

Fritday 24 11:50:14 2013 TAPWINGZ device [Local Area Connection 5] opened: W \Globalhi70E1223C-72EE
FriMay 24 11:50:15 2013 Hobfied TAP M indows diver to 32t a DHCP IP/netmask, of 172.30.5.2/255.255 255,
Fri Map 24 11:50:15 2013 Successhul 4RP Fluzh on interface [5] {70E1223C-72EE 480 5-AC28-F 332 2DFFEESE
Fri May 24 11:50:15 2013 UDPv4 link local [bound]: [undef]

Fribday 24 11:50:15 2013 UDPv4 link remote; [4F_INETNI 721943151191

After connecting, the context menu will allow that VPN to be disconnected; select that option to
terminate the active connection.

When one or more VPN instances are running from the GUI, the tray icon will change color.
OosX

Tunnelblick is a popular, free, open source OpenVPN client for OS X.

To install Tunnelblick:

1 Download Tunnelblick here, and save it to a safe location.
2. Download the Tunnelblick OpenVPN configuration files here and save them to a safe
location.

3. Double-click the .ovpn file you downloaded earlier. A dialog opens asking you for your
configuration preference. You can choose to install the OpenVPN configuration for all users
or just your account.


https://code.google.com/p/tunnelblick/wiki/DownloadsEntry#Tunnelblick_Stable_Release
https://code.google.com/p/tunnelblick/wiki/DownloadsEntry#Tunnelblick_Stable_Release
http://help.unotelly.com/support/solutions/articles/184300-openvpn-info-and-files-please-read

Install Configuration For All Users?

Do you wish to install the 'UnaTelly OpenVvPN'
configuration so that all users can use it, or so that only

You can use It?
AR o | |

4. Enter your Computer username and password, then click OK.

ﬁ Tunnelblick needs to:

j # |nstall one configuration
[

Type your password to allow this.

Marme: | <your username:s

Password: |1-lu-u-"ﬂ-l+

VPN Details...

Quit Tunnelblick

6. If the connection is successful, you will see the following window appear briefly:



O 4 Sat7:13AM _Q (@ =

Tunnelblick

In: O0B/s 1B.3KB
Out: 0 Bfs 15.7 KB

i0OS
OpenVPN Connect isafree OpenVPN client for iOS devices.
To install OpenVPN Connect:

1 Download and install OpenVPN Connect from the App Store.

2. Openthe email you sent yourself with the config file on your iOS device and tap the
attached file.

3. Tap Openin OpenVPN and the OpenVPN Connect app should open automatically.

‘ Tauch this first

‘ Then toudh this.

LIK_OpenVPN.c

Open in
OpenVPN
4. Tap “+” to import the profile.
LR 1" TLES AN AV AT
@ 1 new CpenVPN profile is available for import, 9
uk1.unovpn.com/UK_OpenVPN I [ .
= Standard profile U I ] 0
MORF FROM OPFNVPN TECHNCH OXGIFS

5. Type the User ID and Password for your UnoVPN account.
6. Tap Connection to connect to the VPN.



".l’ ST T TY WoTI T

Profil ~= ukl.unovpn.com/UK_OpenVPN
rofile g Standard profile

User ID 2 (| <m

Password ]\ Save
Status E Disconnected
Connection * e o

EBACIDE DOl VDT RIVDIED T LR WS DS

7. If connected successfully, you will see something like the following screen:

]ﬂ OpenVPN Connect

~c ukl.unovpn.com/UK_OpoanVPN
Profile Standard profile

CONNEGTION DETAILS
Duration 0:00:08 Last packet received < 1 second ago

Bytes In 9.69 KB Bytes Out  6.02 KB +

MORF FROM OPFMVPKN TRCHKNOI OGIFS

Android

OpenVPN Connect is a free OpenVPN client for Android devices.
To install OpenVPN Connect:

1 Download and install the OpenVPN Connect app from Google Play.

OpenVPN Connect

OPENVPHN

Designed for phones

2. Download the OpenVPN Config file here and save it on your Android device.
3. Openthe OpenVPN Connect app, tap its Menu icon, then tap Import.


http://help.unotelly.com/support/solutions/articles/184300-openvpn-info-and-files-please-read

o OpenVPN Connect

About

Welcome to OpenVPN Connect. OpenVPh
profile to connect to a . Please go t«
import a profile or Menu / Help for more ir

Help

Your Secure and Private Path to the In Import
OpenVPMN Conne:

Preferences

0 VPN Solution for your Business
t [ v | Add Proxy

4. Tap Import Profile from SD card, locate your downloaded OpenVPN Config file, then tap
Select to import the file.

0 OpenVPN Connect

Welcome to OpenVPN Connect.
profile to connect to a server. Pl
import a profile or Menu / Help

Import Private Tunnel Profile

Import Access Server Profile

Your Secure and Private Pat| Import Profile from SD card

Import PKCS#12 from SD card

0 VPN Solution for your Business

5. Enter your UnoVPN Username and Password, then tap Connect.




0 OpenVPN Connect

OpenVPN Profile:

uk1.unovpn.com [uk_openvpn]

Username:

Password:
Save

o Profile successfully imported : ukl1.unovpn.com [uk_openvpn]

Connect

6. Allow permission to run OpenVPN by selecting I trust this application, then tap OK.

A Attention

o OpenVPN Connect attempts to create a VPN
connection.

By proceeding, you are giving the application permission to
intercept all network traffic. Do NOT accept unless you trust
the application. Otherwise, you run the risk of having your data
compromised by malicious software.,

| trust this application.

You are connected to OpenVPN.



L ol ™ -

o OpenVPN Connect

OpenVPN Profile:

@ OpenVPN: Connected

Disconnect

Configuring PPTP server

A less secure VPN option compared to OpenVPN, PPTP is faster and uses fewer CPU resources.

PPTP server

Enable
Clients IP start 192.168.1.20

Clients IP end 192.168.1.29

pakedge

Add new

1 Select the Enable toggle, then configure the following fields:
o Client IP start: Set the lowest number of the range of IP addresses to allow.

o Client IP end: Set the highest number of the range of IP addresses to allow. This limits
the number of clients that can be connected to this network simultaneously.

« Username: Enter a username for PPTP access (default is pakedge).
o Password: Enter a password for PPTP access (default is pakedgev).

2. You can add new usersto thislist. Just click Add new, type a new username and password,
then click Apply.



Configuring PPTP passthrough

OpenVPN server PPTP server PPTP passthrough

Enable o

PPTP server IP 192.168.1.3 v

Apply

1 Select the Enable toggle, then configure the following field:
o PPTP server IP: Enter the PPTP server’s IP address.



System menu

Settings
Username/ Password

To change the password:

1 Afteryou'relogged into the wirelessrouter, navigate to System > Settings.

2. Enter the password you would like to use for the wireless router. There are no specified
requirements for the password. You will need to enter the password a second time to

confirm it.

Settings

3. You can also change the default username. Simply type in the username you would like to
use. Click Apply to finalize the settings.
4. You willthen be prompted to log into the wireless router with the new password.

Time zone
The Time zone page allows you to set the appropriate time on the wireless router.



To set the time zone:

1 Click System > Settings.

2. Select your time zone from the drop-down menu.

3. Click Apply to finalize your settings.

Maintenance

The Maintenance page allows you to back up and restore a configuration file, return the router to
factory default settings, remotely reboot the router, and update the router firmware.

Backup

You can download a backup configuration file to your computer, so that later you can restore the
same settings.



To make a backup of your configuration:

1 Click System, then Maintenance.

System

Maintenance

LEDs

2. Click Download.

The configuration file will be downloaded to your computer.
Restore

To restore a configuration from a previous backup:

1 Click System, then Maintenance.

System

Maintenance

2. Click Choose file.



3. After you have selected your backup file, click Restore.
4. The wirelessrouter will then upload your configuration file and reboot itself.

Reset to default
You can restore your router to its factory default settings.
To reset the wireless router to factory default settings:

1 Click System, then Maintenance.

System

You can also return the router to factory defaults by pressing the pinhole reset button on
the back. Simply hold down this button for 10 seconds while the wireless router is powered
on, and then release it. The wireless router will then return to factory default settings.
Reboot system
To reboot the router:

1 Click System, then Maintenance.
2. Click Reboot system located at the bottom of the Backup/ Restore/ Reboot tab

3. The wireless router reboots.

Firmware

The Firmware page will allow you to update the firmware on your wireless router.



To update the firmware:

1 The current firmware version of the wireless router is displayed near the top of the
dashboard.

Device/Metwork infarmation

MODEL SERIAL UPTIME FIRMWARE DATE
WR-1 WR- Th45m 27s 0.81 Tue 07/18/2017
WA IP ADDRESS LAN [P ADDRESS MAC ADDRESS 2.4 CHZ MAC ADDRESS 5.0 GHZ

100 192.168.1.99 20: 90

2. Ifthereisnew firmware available for your wireless router, you will see a message on the
dashboard informing you. You can click Update to have the wireless router update its
firmware.

New firmware available 0.90

3. You can also click System, Maintenance, the Firmware tab, then Update.

Backup/Restore/Reboot Firmware

Check for new firmware “

Keep settings

Local image upload [&GIEERIE

The Keep settings option indicates that the wireless router will keep its configuration after
the firmware update. If you uncheck this box before clicking Update, the wireless router
will factory default itself and come back up with the new firmware and the wireless
router’s default configuration, including the default username and password.

The firmware update will take a few minutesto complete.

4. The Go option will force the wirelessrouter to pull the latest firmware available and update
itself.

Backup/Restore/Reboot Firmware

Check for new firmware “

Keep settings

Local image upload [EGTESRIT

LEDs

For aesthetics, you can turn off the router’s LEDs if you like.



To turn off the router LEDs:

1 Click System, then LEDs.

Enable @

2. Click the Enable toggle, then click Apply.

Diagnostic tools

The Diagnostics page allows you to easily troubleshoot your network.

Ping

Ping allows you to test communication between two devices on the network.

To ping from the wireless router:

1 From the System menu, click Diagnostic tools.

System

Diagnostic tools
Rem

2. Click Start. If you want to ping a different IP address or hostname, you may type it in
instead.




After afew moments, your ping results will be displayed.

Target IP / Domain Name | 8.8.8.8

: 56 data bvtes
64 bytes from : seq=0 ttl=59 time=4.
64 bytes from B : seg=l ttl=59 time=4.
64 bytes from 1 seq=2 ttl=59 time=3.
64 bytes from 8 H ttl=59 time=3.
64 bytes from H =4 ttl=59 time=4.

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 3.491/3.900/4.246 m=

Traceroute

A traceroute allows you to see how many wireless routers, or hops, there are between the wireless
router and a certain destination.

To perform atraceroute:

1 From the System menu, click Diagnostic tools.

System

Diagnostic tools

2. Click traceroute. If you wish to perform atraceroute to a different website or IP address
you may enter it instead.




3. After afew moments, your traceroute results will be displayed.

Traceroute

Target IP / Domain Name | googlecom

traceroute to google.com (172.217.11.78), 30 hops max, 38 byte packets
1 100.32.47.1 0.789 ms

172.102.104.104 5.648 ms

74.40.3.37 2.721 ms

74.40.3.214 3.255 ms

74.40.26.254 3.369 m=

108.170.247.225 2.970 ms

108.170.225.123 3.867 ms

172.217.11.78 3.438 ms

NSlookup
NSlookup allows you to find name server information for domains.
To perform an NSlookup:

1 Click Diagnostic tools.

System

2. Click NSlookup. If you wish to do an NSlookup for a different website you can type it in
instead.




3. After afew moments, your NSlookup results will be displayed.

Nslookup

Target IP / Domain Name | google.com

Server: 127.0.0.1
Zddress 1: 127.0.0.1 localhost

Name: google.com
Address : (null)
Address 2: 172.217.5.78 laxl17s15-in-fl14.1el00.net

Speed test

To test the current Internet download and upload speeds of your router:

1 Click System, Diagnostic tools, then the Speed test tab.
2. Click Start. The test is performed, and the results appear on the screen.

Ping aceroute Nslookup Speedtest

Speed test

Retrieving speedtest.net configuration...
Retrieving speedtest.net serv
Testing from Verizon Fios (1
Selecting best server based latency .
Hosted by QuadraMNet, Inc Los Angeles, CA [27.37 km]: &.
Testing oad speed. e i v nrnnnaanns

Download: 297.32 Mbic/s

Testing upload speed.......cveiannns

Upload: T74.00 Mbitc/s

o

15 ms

Remote access

The Remote access page allows you to change the default port used to accessthe wireless router
remotely.



To change the secure web port:

1 Click Remote access.

Remote access

2. Youcantype anew port number into the Secure web access port field if you want to
change it from its default. (By default, Enable secure web accessis disabled). You can also
disable remote access altogether if you uncheck the Enable secure web access option.

Fnabde secure web access [ ]
Secure web SCCRSS port L4
Enable support scoess L

3. By default, Enable support access is enabled. This allows the support team at Pakedge to
perform advanced diagnostics on your wireless router. It isrecommended that you keep
this option enabled.

Enable secure web access [ )

Secire wel aCCess port

Enabile support Sccess .

4. If you have made any changes on this page click Apply to finalize the settings.

User guide
To see the WR-1User Guide:

1 Click System, then User Guide. The user guide opens.

-OR-



Use any web browser to go to pkdge.co/wrl-ug.


http://pkdge.co/wr1-ug

Appendix A - Limited Warranty

Congratulations on your purchase of a Pakedge Device & Software product! We believe Pakedge
designs and manufacture the finest home networking products on the market. With proper
installation, setup, and care, you should enjoy many years of unparalleled performance. Please
read this consumer protection plan carefully and retain it with your other important documents.

Thisisa LIMITED WARRANTY as defined by the U.S. Consumer Product Warranty and Federal
Trade Commission Improvement Act.

What Is Covered Under the Terms of This Warranty

SERVICE LABOR: Pakedge will pay for service labor by an approved Pakedge service center when
needed as aresult of a manufacturing defect for a period of three (3) years from the effective date
of delivery to the end user.

PARTS: Pakedge will provide new or rebuilt replacement parts for the parts that fail due to defects
in materials or workmanship for a period of three (3) years from the effective date of delivery to
the end user. Such replacement parts are then subsequently warranted for the remaining portion
(if any) of the original warranty period.

What Is Not Covered Under the Terms of This Warranty

Thiswarranty only covers failure due to defects in materials and workmanship that occur during
normal use and does not cover normal system. This warranty does not cover any appearance item;
any damage to living structure; failure resulting from accident (for example: flood, electrical shorts,
insulation); misuse, abuse, neglect, mishandling, misapplication, faulty or improper installation or
setup adjustments;improper system, alteration, improper use of any input signal and/or power,
damage due to lightning or power line surges, spikes and brownouts; damage that occurs during
shipping or transit; or damage that is attributed to acts of God.

The foregoing limited warranty is Pakedge’s sole warranty and is applicable only to products sold
as new by Authorized Dealers. The remedies provided herein are in lieu of a) any and all other
remedies and warranties, whether expressed, implied or statutory, including but not limited to)
any implied warranty of merchantability, fitness for a particular purpose or non-infringement, and
b) any and all obligations and liabilities of Pakedge for damages including but not limited to:
incidental, consequential or special damages, or any financial loss, lost profits or expense, or loss
of network connection arising out of or in connection with the purchase, use or performance of the
product, even if Pakedge has been advised of the possibility of such damages.

CAUTION: DAMAGE RESULTING DIRECTLY OR INDIRECTLY FROM IMPROPER
INSTALLATION OR SETUP IS SPECIFICALLY EXCLUDED FROM COVERAGE UNDER THIS
WARRRANTY.IT ISIMPERATIVE THAT INSTALLATION AND SETUP WORK BE PERFORMED
ONLY BY AN AUTHORIZED PAKEDGE DEALER TO PROTECT YOUR RIGHTS UNDER THIS
WARRANTY.THISWILL ALSO ENSURE THAT YOU ENJOY THE FINE PERFORMANCE YOUR
PAKEDGE PRODUCT IS CAPABLE OF PROVIDING.

Rights, Limits, and Exclusions

Pakedge limitsits obligation under any implied warranties under state lawsto a period not to
exceed the warranty period. There are no express warranties. Pakedge also excludes any
obligation onits part for incidental or consequential damages related to the failure of this product
to function properly. Some states do not allow limitations on how long an implied warranty lasts,
and some states do not allow the exclusion or limitation of incidental or consequential damages. In
this case, the above limitations or exclusions may not apply to you. Thiswarranty gives you
specific legal rights, and you may also have other rights that vary from state to state.

Effective Warranty Date

Thiswarranty begins on the effective date of delivery to the end user. For your convenience, keep
the original bill of sale as evidence of the purchase date from your authorized dealer.



Important: Warranty Registration

Please register your product at www.pakedge.com.It isimperative that Pakedge knows how to
reach you promptly if we should discover a safety problem or product update for which you must
be notified. In addition, you may be eligible for discounts on future upgrades as new networking
standards come about.

To Obtain Service, Contact Your Pakedge Dealer.

Repairs made under the terms of the Limited Warranty covering your Pakedge product will be
performed by an Authorized Pakedge Service Center. These arrangements must be made through
the selling Pakedge Dealer. If thisis not possible, contact Pakedge directly for further instructions.
Prior to returning a defective product directly to Pakedge, you must obtain a Return Material
Authorization number and shipping instructions. Return shipping costs will be the responsibility of
the owner.

For additional information about this warranty, visit our website at www.pakedge.com.
Email: support@pakedge.com
Phone: (650) 385-8703


http://www.pakedge.com/
mailto:support@pakedge.com?subject=Warranty information

pakedge' »

11734 S Election Road
Draper, UT 84020

www.pakedge.com

Copyright © 2021, Copyright ©2021, Snap One, LLC. Allrights reserved. Snap One and its respective logos
are registered trademarks or trademarks of Snap One, LLC (formerly known as Wirepath Home Systems,
LLC),in the United States and/or other countries. 4Store, 4Sight, Control4, Control4 My Home, SnapAV,
Araknis Networks, BakPak, Binary, Dragonfly, Episode, Luma, Mockupancy, Nearus, NEEO, Optiview, OvrC,
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