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About Control4

As the operating system for the connected home, Control4 brings home automation and control to the broad market. Control4 technology is
at the heart of an expanding ecosystem of leading consumer electronics products that work together effortlessly. Control4 designs and
delivers award-winning control software and hardware for virtually any room, home or building from anywhere at any time. Control4 is an
affordable, easy to use, and easy to install solution for digital living. From essential energy management to one-touch entertainment; from
whole-home lighting control to comprehensive security systems, Control4 is the platform for managing all the pieces of today’s connected
life.

Disclaimer

Control4® makes no representations or warranties with respect to this publication, and specifically disclaims any express or implied
warranties of merchantability or fitness for any particular purpose. Control4 reserves the right to make changes to any and all parts of this
publication at any time, without any obligation to notify any person or entity of such changes.

This document is confidential and is only made available to authorized Control4 Dealers who have agreed to terms of confidentiality under
the Control4 Non-Disclosure Agreement. These terms must be maintained and pertain to information found in this document.

Information in this document, including URL and other Internet Web site references, is subject to change without notice and is provided for
informational purposes only. The entire risk of the use or results of the use of this document remains with the user, and Control4 makes no
warranties, either express or implied. Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights
under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or
by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of
Control4.

Control4 may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this
document. Except as expressly provided in any written license agreement from Control4, the furnishing of this document, does not give you
any license to patents, trademarks, copyrights, or other intellectual property.

Licenses

GNU

GNU GENERAL PUBLIC LICENSE TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION (Section 3.b.)
You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your cost of physically
performing source distribution, a complete machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange.

The complete text for this license is available on the Control4 website.

Gracenote

Gracenote®, Gracenote logo and logotype, and the "Powered by Gracenote" logo are either a registered trademark or a trademark of
Gracenote, Inc. in the United States and/or other countries.

Music and DVD recognition technology and related data are provided by Gracenote®.

Gracenote is the industry standard in Music and DVD recognition technology and related content delivery. For more information visit
www.gracenote.com.

Libertas

Libertas Firmware copyright statement for Touch Screens 6/26/09

Copyright (c) 2006, One Laptop per Child and Marvell Corporation. All rights reserved.

Redistribution. Redistribution and use in binary form, without modification, are permitted provided that the following conditions are met:

* Redistributions must reproduce the above copyright notice and the following disclaimer in the documentation and/or other materials
provided with the distribution.

* Neither the name of Marvell Corporation nor the names of its suppliers may be used to endorse or promote products derived from this
software without specific prior written permission.

* No reverse engineering, decompilation, or disassembly of this software is permitted.

* You may not use or attempt to use this software in conjunction with any product that is offered by a third party as a replacement, substitute
or alternative to a Marvell Product where a Marvell Product is defined as a proprietary wireless LAN embedded client solution of Marvell or
a Marvell Affiliate.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

Copyright

Copyright © 2013 Control4. All rights reserved. Control4, the Control4 logo, the Control4 iQ logo and the Control4 certified logo are
registered trademarks or trademarks of Control4 Corporation in the United States and/or other countries. All other names or brands may be
claimed as property by their respective owners. Pricing and specifications subject to change without notice.

Contact Information

Control4 Corporation

11734 S. Election Road

Salt Lake City, UT 84020 USA
http://www.control4.com

Part Number: TechDoc00024, Rev. K (OS 2.5.1)
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Managing Dealer Accounts on my.control4.com

1. Introduction

The Control4® Dealer’s my.control4.com website (my.control4.com) is a valuable resource for
Control4 dealers and distributors who want to manage their own or their employees’ accounts and
software licenses within the Control4 Operating System (OS) 2.0 and later. Each account type
(distributor and dealer) performs different functions.

Note: This document does not describe how to use distributor or customer accounts. Check with your
Control4 Inside Sales Associate (ISA) to get a dealer or distributor account.

1. Dealer Accounts and Sub-Accounts. Dealers can use their dealer my.control4.com account to
¢ Create and manage employee accounts
e Demonstrate the Control4 capabilities of Anywhere Access: Web
e Support customers
e Purchase and administer licenses for customers
e Manage licenses for employees

Note: Dealer sub-accounts differ slightly.

e They cannot create or manage other sub-accounts.

e They can see only their customers’ accounts. Dealer accounts can see their customers AND
the customers of their dealer sub-accounts.

e They require ASM/RSM approval before being set up by an ISA.
e They are created by the dealer using a new menu option that shows up when enabled.

2. Distributor Accounts. Distributors should use their distributor my.control4.com account to
manage their dealers’ accounts.

3. Customer Accounts. As a dealer, encourage your customers to create and manage their own
MyControl4 account at customer.control4.com. Customers should be able to do this on their own
along with registering their controller. You can refer them to Account Quick Setup for Consumers
at http://www.control4.com/customers/resources. The interface for doing this has been improved
(available in July 2013); they no longer use my.control4.com but rather MyControl4 at
customer.control4.com.

Note: If you set up your customer’s account for them, make sure you let them know you've done
that so they don't try to set up their own account on customer.control4.com. You'll need to
provide them with the email account and password that were used to create the account. They
will use this email address and password to log in to customer.control4.com (MyControl4) and to
connect the MyHome app on mobile devices to their Control4 system.

1.1 Scope

This document discusses the Control4 electronic licensing tasks in a dealer’'s my.control4.com
account, plus how to use the my.control4.com website. The document describes the links and
contents of the My Account tab (highlighted by default in the upper-right corner of the page when you
access my.control4.com).

Copyright © 2013 Control4. All Rights Reserved.
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The document includes information about
e What's new in my.control4.com for dealers
e Account Administration

e Customer Support

e Licenses

¢ Anywhere Access: Web
e Common Questions

Keywords and Definitions

Keywords

Definition

ASM

Area Sales Manager.

Composer Pro
License

Composer Pro Licenses are assigned only to dealers and users on the dealer
account and not to customers. Composer Pro needs to be activated before an
installer arrives at the customer’s home for installation and setup of a Control4
system.

Customer Account

A regular customer.control4.com account for the consumer (for example,
homeowner). These accounts do not have Control4 licenses. They may, however,
have Composer HE licenses for technically advanced customers.

Dealer Account

An account that a dealer uses to manage users, licenses, permissions, and so on.
This is the main account.

Dealer Sub-account

For the dealer who has more than one (1) showroom and needs several separate
accounts with different licenses, users, and permissions. The dealer can create
several sub-accounts under the main dealer my.control4.com account that the
dealer can use to manage users, licenses, permissions, and so on. The account
requires Control4 authorization.

Dealer User Account

Dealers create accounts for their employees who need to support the dealership’s
customers. User accounts are granted specific rights by the primary dealer
account.

ISA

Inside Sales Associate.

License

Permission to use Control4 software under certain conditions which is licensed
rather than sold to the dealer or customer. A one-time fee is charged for the
license. Control4 licenses are perpetual unless revoked. Example licenses are
Composer Pro and Composer HE.

OS 2.0 Software
License

The OS 2.0 license that allows dealers to upgrade their consumer accounts to OS
2.0.

RSM

Regional Sales Manager.

Subscription

The purchase of a service through a pre-payment plan. 4Sight™ is a subscription
to services that require a yearly fee. This service expires after the payment period
ends unless renewed.

Trial License

Permission to use Control4 software free of charge for a limited period of time
(usually 30 or 60 days). Dealers still must go through the regular purchase

Saved: 8/9/2013 2:05:00 PM
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2.1

Managing Dealer Accounts on my.control4.com

process described in this document to get the trial licenses. A customer can use
only one free trial for each license type. If they want to continue to use the service
after the trial period ends, they must purchase a subscription license.

Prerequisites

Before using dealer my.control4.com accounts, the following is required.

e Internet access
e Avalid dealer my.control4.com account (see your Control4 ISA for access)
e Only one (1) primary controller is allowed per account for demo purposes

Dealer Account Types

There are two (2) types of accounts: dealer accounts and dealer sub-accounts.

Dealer Accounts

A Control4 Dealer account can manage dealer sub-accounts, users, subscriptions, and licenses.
When using Anywhere Access: Web or performing system maintenance, this account is mandatory.
Dealer accounts are created automatically when a dealer signs up with Control4.

A dealer account can view these pages at my.control4.com:
e Account Administration
e Account Profile
o My Profile
e Users
e Add a New User
e Controller Registration
e Sub-dealers
e Edit Dealer
e Customer Support
e Customer Search
o Downloads
e Licenses
e Manage Licenses
Purchase Licenses
Composer Pro Licenses
Order History
o Anywhere Access: Web

Copyright © 2013 Control4. All Rights Reserved.
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Dealer Sub-Accounts

A dealer sub-account is tied directly to a dealer account. Sub-accounts are useful, for example, if a
dealer has several showrooms and each showroom has a different Control4 system. Dealers
interested in creating sub-accounts must be authorized to do so. Contact your Control4 ASM if you

need to create dealer sub-accounts.

A dealer sub-account user can view these pages at my.control4.com:

e Account Administration
Account Profile
My Profile
Users
Controller Registration
e Customer Support

e Customer Search

e Subscriptions

e Downloads

e Licenses

e Manage Licenses

e Purchase Licenses

e Composer Pro Licenses
Order History
e Anywhere Access: Web

Log In to My.Control4.Com

Before you can log in to your dealer account at my.control4.com, check with your Control4 ISA who

will set up an account for you.

1. Go to my.control4.com.

2. At Account Login, type your dealer's email address and password.

3. Click Submit.

Control(@

; _i] an ﬁ' aal
Gi;;,d;;i f5akes
for home conlr!l | leiw

from anywhere, atanytime » =

Registering Your Controlier

Anytime, Anywhere Home Control Through 4Sight
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The Account Administration > Account Profile page appears (see Section 4.1, “Dealer Account
Profiles”).

4. Account Administration

In the Account Administration pages, the dealer can
e View and edit their profile
e Allow Remote Access
e Change their password
e Add, edit or delete users
e Change permissions
e Register a controller

Use Account Administration to do the following:

e Account Profile—View the dealer account information: Account Name, Company Name,
Primary Contact, Phone, Billing Address, Email Address, and Website URL.

e Allow automatic controller updates, product info, and Remote Access from this page.
e Allow delivery of product and promotional information.
¢ Allow Remote Access.

o My Profile—Update the dealer’s profile (Update My Profile): First Name, Last Name, Email
address, Change Password, and Allow or Deny permissions, and other restrictions:

Manage a system using Anywhere Access: Web
Manage User Profile

Manage Controller Registration
Manage Account Profile
Manage Users

Manage Dealers

Composer Pro License Admin
Electronic License Purchasing
Electronic License Managing
Remote Support

o Restrict user access to accounts

e Users (Users Administration)—Add a new user, add a new external user, or manage
(enable, edit, or remove) existing users.

e Add a New User—Add a new user associated with this account. Dealers can add as
many users as they need.
o Add External User—Add an external user with a valid email address (dealer accounts
only).
e Controller Registration—Register the controller for this account. Note: This option is
mandatory to use the account if you have a demo system. Otherwise, it is not required.

e Sub-dealers (Dealers Administration)—Add new dealers or edit existing dealers under this
account.

O 0O 0O 0O 0O 0O 0O O O O
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Note: Sub-dealer account owners can add, edit, or remove users, but they cannot add, edit or
remove other dealer sub-accounts.

4.1 Dealer Account Profiles

4.1.1 Account Profile

When you log in, Account Administration displays the following Account Profile page (the dealer
account owner).

Contro @

[ORORPPRNIAIIN  occourd srofle  my profie users  controler rgistration  subsdoslers

Account Profile

1. Under Account Information, review/verify the following as needed:
e Account Name—Account owner.
e Company Name—Dealer's company name.
e Primary Contact—Person to contact regarding this account.
e Phone—Company’s phone number.
e Billing Address—Company’s address.
e E-Mail Address—Who to send correspondence to.
e Website URL—The URL of this account.
2. (Optional) Check to allow automatic updates for controllers associated with this account.
(Optional) Check to receive Control4 updates and information.
4. Check Remote Access (default) to allow Control4 Technical Support to access the systems
associated with this account.
5. To change some aspects of your account information, go to My Profile. To change any
information on the Account Profile page, contact Control4 Technical Support.

w

4.1.2 My Profile

In Account Administration, the Update My Profile page lets you update items in your account.

1. Click My Profile to update your profile or your dealer’s sub-account information (depending on
who is logged in), change the password (optional), or change permissions (optional).

2. Under User Information, review or change the following:
e First Name—Account user’s first name.
e Last Name—Account user’s last name.
e Email—Account user's email address.

Copyright © 2013 Control4. All Rights Reserved.

Saved: 8/9/2013 2:05:00 PM TechDoc00024 Page 10 of 26



5.

6.

Managing Dealer Accounts on my.control4.com

To change your user password, under Change Password (Optional), type the new password twice
in the boxes provided.

To change your user permissions, under Permissions select each entry to allow or deny that
activity. See “Add a New User” below to view the list of supported permissions. Note: Some user
permissions may be denied. The account owner may not allow users to access some of the
services.

Select Restrict user to individual accounts? if this only applies to certain accounts. A list
appears. Select to allow user access to specific accounts.

Click Save.

4.1.3 Add a New User

In Account Administration, the Users Administration page lets you:

Add a new user
Add an external user

Enable a user to edit a user’s permissions for accounts, subscriptions, licenses, and remote
support

Edit a user’s account
Remove an existing user

The next steps let you assign other users to manage your account (internal or external). This is helpful
when other dealers need to update account information and assign access.

To add a new user:
1. Click Users. Note: If you're in the Users page, you can click Add a New User. If so, skip to Step

3.

2. Under Account Users, click Add a New User.

Control (&

PSIIPINSSS  account profile my profile users  controller registration  sub-dealers

custom, rt

Users Administration

Below i alist of all my. Control4.com users under thi

web navi
additional users as wel as manage existing users using

Account Users

edit
edit remove
edit

edit remove

M7 A

edit remove

&
-3
-3
-3
-3
Tota

| Results: S

Fill out the information in the Add New User page (see the User Information figures below).

User Information—Type the user’s first and last name, and email address.
Password—Type the same password twice.

Copyright © 2013 Control4. All Rights Reserved.
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Permissions:

Note: The following items appear as assigned by the account or a sub-account user who has
permission.

Select the permissions (Allow or Deny) for the new user:

Access Web Navigator (dealer account and dealer sub-account)—This lets the dealer
connect to their demo controllers. Note: The account must be set up. Dealers can
connect only to the controller registered on the dealer account; they cannot access their
customers’ Anywhere Access: Web pages.

Manage User Profile (dealer account and dealer sub-account)—This lets the user
change their profile: name, email and password.

Manage Controller Registration—This lets the user register or unregister controllers
associated with this account.

Manage Account Profile (dealer account only)—This lets the user update the account
profile, including email options.

Manage Users (dealer account and dealer sub-account)—This lets the administrator
manage other users: create, delete, modify, and change permissions.

Manage Dealers (dealer account only)—This lets the dealer manage dealer sub-
accounts.

Composer Pro License Admin (dealer account and dealer sub-account)—This lets the
administrator manage Composer Pro licenses.

Electronic License Purchasing—This lets the user purchase electronic licenses.

Electronic License Managing—This lets the user assign electronic licenses to other
users and view the license history.

Remote Support (dealer account only)—This lets the dealer account provide Remote
Support to customers.

Restrict user to individual accounts—The dealer can also restrict access to accounts
by checking the Restrict users to individual accounts box.

This user is enabled—This checkbox gives the user rights to view and manage the
services for this account.

User Information and Password panes:

Control (§

account profile my profile  users  controller registration sub-dealers

Add New User

User Information
First Name
Last Name

Email

Password

P

(minimum of 7 characters;
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Permissions pane:

Permissions
Allow Deny

Access Web Navigator & o
This user can access any system on this account using Web Navigator.

Manage User Profile

The user can manage their own profie. This includes changing their email and @ 2
password

Manage Controller Registration “ sl
This user can register and unregister controllers for this account.

Manage Account Profile w sl
This user can update the account profike. This includes changing the email options

Manage Users & -
This user can manage other users. They can create, modify and delete users. They

can also change permissions for other users

Manage Dealers w sl
This user can manage dealers. They can create, modify and delete dealers

Composer Pro License Admin @ sl
This user can administer Composer Pro Licenses.

Electronic License Purchasing “ s
This user can purchase ekecironic licenses

Electronic License Managing @ '
This user can assign electronic licenses and view license history.

Remote Support “ sl

This USer can provide remote SUPPOMt to CUStomers

I A PR

4. Click Save.

To add an external user:

An external user can be anyone who works with or for a dealer who needs access to the dealer’s
account.

1. In Account Administration, click Users.
2. Under External Users, click Add External User.

3. Under External Users, type a valid e-mail address in the E-mail box. Note: This user must have
a valid account. The external user will be added to the users list.

4.1.4 Register the Controller

Registering the controller is mandatory if the account is going to be used for demo purposes.
Controller registration applies to this dealer account.

Note: If you create an account for your customer and register their controller, make sure you let them
know you've done that to avoid confusion. You'll need to give them their MyControl4 account name,
email and password also.

To register a controller:

1. In Account Administration click Controller Registration.

Click Register Controller. . The 10-digit key appears. Keep this login page open.
Start Composer Pro, and click Tools > Account Services from the menu bar.

Copy and paste the 10-digit code into the 10-digit registration box (see the next figure).

Click Register. Observe the Current Status to confirm that your controller has checked in and is
connected.

a s DN

Copyright © 2013 Control4. All Rights Reserved.
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account profile  my profile controller registration sub-dealers
-

Controller Registration Confirmation

Please enter this registration code in Composer under Tools, Account Services or in Navigator's Remote Access configuration found under Info,

Conbroller Registration

]
9000209007 - — -—y — - Many features of your Controld system are enabled through
-
-
—

services provided by my.controld.com. Follow these simple steps
‘o register and enable these features

-
1 Mn i-.mdd.cw

2. Enter the 10-digit registrati 3

3. Press:

Note: If the controller is registered (Unregister Existing Controller), you can unregister the controller to
remove its registration code.

4.1.5 Sub-Dealers (Dealer Accounts Only)
In Account Administration, the Dealers Administration page lets you

e Create, view, edit, or remove dealers associated with the account (sub-dealers)
e View inactive dealers

To add a new dealer to the account:
1. Click Sub-Dealers.
2. Under Active Dealers, click Create a New Dealer.

iemetservices  create account  my account _ controkcom
PRSPPI ccountprofie my profile users controler registration  sub-dealers Logged n s
broyce-
‘customer support Py - dealer@controld.com
Dealers Administration O Logont
[—
o " Below is 3 st of il deslers under this account. Dependi your privileges you may create a
e —
< wel s manage existing dealers Using the inks below.
“You have 2 sub-dealers (Maximum: 10}
Active Dealers
Deaier Nore Account Hame Ovner Emsi
O riter O Cear
il com edit remove

trold.com  edit remove

Total Resuts: 2

3. Fill out the required information in the Add New Dealer page.

Copyright © 2013 Control4. All Rights Reserved.
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Control &

account profile my profile  users  controller registration sub-dealers

Add New Dealer

* Indicates required fild

Company E-mail

e Dealer Information
e Company Name—Dealer's company name.
e Phone Number—Dealer's company phone number.
e Address—Dealer's company address.
o City—Dealer’s city.
e State/Province—Dealer’s state.
e Zip/Postal Code—Dealer’s postal code.
e Country—Dealer’s country.
e Website—Dealer’s website.
e Company E-mail—Dealer's company email address.
e Account Information
e Account Name—Name of the account.
e First Name—First name of the account owner.
e Last Name—Last name of the account owner.
e E-mail Address—Account owner’s email address.
e Confirm E-mail—Retype the account owner’s email address.
e This Dealer is active—Select to activate this account. Deselect to deactivate it.
e Allow Support—Select to allow Technical Support to access the account.
e Allow Free Trials—Select to allow the new dealer access to free trials.
e Appear as Dealer of Record—Select to view this dealer as the Dealer of Record.
e Allow Credit Card Processing—Check to let the dealer process credit cards.
4. Click Save.

4.1.6 Edit Dealers (Valid Dealer Accounts Only)
In Account Administration, the Edit Dealer page lets you:
e Change dealer information
e Editadealer
e Remove a dealer
e Create a new dealer (see Section 4.1.5, “Sub-Dealers (Dealer Accounts Only)”
e View the list of inactive dealers

Copyright © 2013 Control4. All Rights Reserved.
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Note: In Sub-Dealers, click Edit next to a current dealer account to view the Edit Dealer page.

To edit a dealer’s account:
1. Click Sub-Dealers.
2. In Dealers Administration under Active Dealers, choose a dealer and click Edit.

ntemetsenvicss  createccount  myaccount  controld.com
O —— account profile my profile  users controller registration sub-dealers tcnf;;in as
‘customer support T ;. dealer@controld.com
Re Dealers Administration O Logont

licenses
Below s 2 st of 2l dealers under this account. Depending on your priviieges you may create additional delers as
well a5 manage existing dealers using the links below,

web navigator

You have 2 sub-deslers (Maimum: 10)

Active Dealers

Deaker Name | Account Name | Over Email

O Fiter @ Clear

om @

old.com  edit remove

Total Resuts: 2
O Create a New Dealer

3. In Edit Dealer under Dealer Information or Account Information, edit the boxes and checkboxes
as needed.

4. Click Save.

To remove a dealer’s account:

1. Click Sub-Dealers.

2. In Dealers Administration under Active Dealers, choose a dealer and click Remove.
3. Click OK to remove.

5. Customer Support

On the Customer Support pages, the dealer can search for my.control4.com customer account
information. The Account Customers page appeatrs first.

Control (&

account administration customer search  downloads ;‘%.g;;em as
‘customer support dealer@control4.com
o Account Customers © Logout

licenses
This page allows you to search for the users that have registered my.Control4.com accounts with you specified as
their dealer, The Allow Supgart column will be 'Yes' if the user have given you access to remotely connect to thei
controller through Composer.

web navigator

Customers

T e  E—
Accounitome [ ] emm  E—
O R T —

son Suppor? Oves Orto @sonn

@ search
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e Customer Search—Search for valid dealer sub-accounts and customer account information

by Last Name, Account Name, Controller ID, First Name, or E-mail address. The results
display the service level, support, whether the account is online, and service connection

information at the bottom of the page. If Remote Access has been granted, it’s indicated here

also. Check Include Sub-Dealer Consumers to expand the results.

e Create Customer—Create a consumer account by filling out all steps in the Create
Consumer Account page including the Terms of Use. Customers can then access their

MyControl4 accounts at customer.control4.com. Make sure you let them know you've created

an account for them.
e Downloads—These are the available Composer and MyHome downloads by release, for

example, Composer HE with PDFs or without PDFs (online help and PDFs are available also

in the application and on the Control4 website).

Customer Search
1.
2.

In Customer Support, click Customer Search.

Under Account Customers, type the customer’s Last Name, First Name, Email address, Account
Name, Controller ID, OS version, Include Sub-Dealer Consumers, and then click Search to obtain

the search results. Note: You only need to fill in one box to get the results. View detailed
information under the Account Name.

(Optional) Click Search to view who'’s “online” (this is the customer’s VPN status).

Account Name Servicolevel ~ OS Version  Allows Support  (Online  Remote Status Request
Service Connection
ASSA_ABLOY_C4_TOFF Registered 211135702 Yes =i
rlivingston-show Registerad Yes =i
Total Results: 2
online M  Remote Status
Online Remote Status

"Remote Status" represents the controller's ‘raproxyd’ service communication status with the
Access Anywhere infrastructure.

Online \ Remote Status

L4 L4

The “Online” green check mark means the controller is reachable through Web Navigator and
Composer Pro Remote Director.
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Online Remote Status

v & v

The "Remote Status" green check mark means the controller is registered and can receive
Access Anywhere connection requests.

Online Remote Status

L4 L4

The "Remote Status" red X means the controller is not registered and/or cannot receive the
Access Anywhere connection requests.

Online Remote Status

R Y

v p_4

If "Remote Status" appears blank, this means the controller is on VPN and is reachable through
Composer Pro Remote Director Connection and Web Navigator (4Sight required). The
controller's ‘raproxyd’ service is not communicating with the Access Anywhere infrastructure.

Online Remote Status

R Y

4

If “Remote Status” and “Online” are blank, this means the controller is not on the VPN, the
‘raproxyd’ services are not communicating with the Access Anywhere infrastructure, and a
Composer Pro Remote Director connection request cannot be sent. A service request will be
logged if a Composer Pro Remote Director connection is attempted, and the controller will
establish a VPN connection upon Check In (automatically every 24 hours or forced via the
Navigator Ul).

Onlme‘ ‘ Remote Status

When the results appear, click the arrow under Account Name and to the left of the account
name to expand the customer’s information.

Copyright © 2013 Control4. All Rights Reserved.
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5.3

Managing Dealer Accounts on my.control4.com

Tip: You can check Yes, No, or Both at Allow Support? This lets the customer receive Control4
Technical Support.

Create Customer

In Customer Support, click Create Customer to add a new customer account. Either you or your
customer can fill out the Create Consumer Account page. Your customer may be more comfortable
having you fill out the page, but if they want to fill it out, they must go to customer.control4.com and
click Create New Account at the login screen. The Control4 System User Guide explains how
consumers can set up their own account and register their controller.

Note: Control4 automatically generates an account for each new dealer, so you won’t need to add an
account here. Check with your ASM for details.

To create a new consumer account:
1. In Step 1, fill out all of the required information about the consumer.

2. In Step 2, type the date of system purchase, the Dealer of Record, the software version, and
whether the consumer wants remote support from you.

3. In Step 3, fill out all of the necessary account information for the consumer, including their
password. They will need to read and agree to the Terms of Use in the step also. Check the
optional boxes below the Terms of Use as appropriate for your customer. Click Account Help for
more information about this page.

4. Click Create Account. The consumer now can access their own account at
customer.control4.com. Note: Customers who create and view their own account will see a page
with a different format; however, it contains the same information.

Downloads

In Customer Support, select Downloads to download various software versions for you or your
customers, for example, Composer Media Edition (ME).

Note: Composer ME does not require a license to install and use.

Composer ME, Composer HE software releases, or Control4 MyHome — PC/Mac (for desktop
computers or tablets) downloads are available on this page.

Licenses

On the Licenses pages, the dealer can view and manage (locate, assign, purchase, view details of)
software licenses and a history of the license orders. The Manage Licenses page appears first (see
Section 6.1, “Manage Licenses”).

e Find Licenses—Use this pane under Manage Licenses to look up licensing information by
Consumer Account, Consumer’s First Name, License Type, Order ID, PO Reference,
Consumer’s Email address, Consumer’s Last Name, License Key, and Order Notes. Click
Filter to view.

o Assign Licenses—Use this pane under Manage Licenses to view the License History (Order
Notes, License Key, Order ID) for this dealer account. In Software Licenses, view the license
type, number of licenses available, and assign an available license to valid dealer sub-

Copyright © 2013 Control4. All Rights Reserved.
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accounts or consumer accounts. In License Management, you can purchase licenses (click
Purchase Licenses). This takes you to the Purchase New Licenses page.

Purchase Licenses—Purchase new licenses in this page. From the drop-down list, select
the License Type: 4Sight Services (365 days), 4Sight Services (90 days), Composer HE (no
expiration), Software License (2.0) (no expiration), Intercom (no expiration), or Intercom (30
days). Select the License Count. Add notes if desired. Click Add Licenses. In Selected
Licenses, view the license types you've purchased, the number, the cost, the tax, and the
total. Click Update Quantities if you've updated your information under Licenses. Click
Checkout when you’re ready to check out.

Checkout—Review the licenses you want to purchase. In Billing Information, add the billing
details. In Payment Information, add your method of payment. Click Complete Purchase. To
view your order history click My Account > Licenses > Order History.

Note: Credit card information is not kept by the system. This applies to the U.S. and Canada
only.

Order History—View the license order by ID, date, price, and count. Print this page for your
records.

6.1 Manage Licenses

The Manage Licenses page lets you:

Search for licenses
Assign specific licenses
View license history

6.1.1 Find Licenses
To locate existing licenses, use the Find License pane to search by:

Consumer Account—Type the account name.

Consumer First Name—Type the consumer’s first name.

License Type—From the drop-down menu, select the license type.

Order ID—Type the order number.

PO Reference—Type the PO number.

Consumer Email—Type the consumer’s email address.

Consumer Last Name—Type the consumer’s last name.

License Key—Type the license key.

Order Notes—Type any notes that describe the account.

License Status—Use the up or down arrows to select licenses to search for by type.

You only need to add information to one box in the Find Licenses pane and click Filter to get the
desired results.

6.1.2 Assign Licenses

1. After purchasing the licenses (see “Purchase Licenses”), click on Manage Licenses, or go to
Licenses > Manage Licenses.

2. Under Assign Licenses, click Assign to the right of the type of license you want to assign.

Copyright © 2013 Control4. All Rights Reserved.
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Control @

manage licenses  purchase licenses  composer pro licenses  order history

Manage Licenses

Find Licenses

PO Reference

O Fiter

Total Resuts

Assign Licenses

4Sight Senvices (365 days) 1
4Sight Senvices Trial (90 days) 0

assign  allocate

In the Assign Software License pane, click Assign to the right of the account (which must already
exist and be associated with the dealer account) to which you want to assign the license. The
following screen shows the list of accounts with one of these licenses.

If the list is long, type the First Name, Last Name, or E-mail address in the Customer Filter boxes,
and click Filter to locate who to assign the license to.

(Optional) Click Clear to clear the information from the Customer Filter boxes.
e —

P

D Maiomion
Roes Lisngeten

seea abioy 4 T g com
Arngaton-showeeron com

ASSAABLOY G4 TOFF
vigaton sty

6.1.3 View License History

1.

3.

Scroll to the bottom of the Manage Licenses page and click View License Assignment History
to view the history by

e Date
e Emall
e Details

The License History page opens for viewing. (Optional) Click Export to export the CVS
information into a spreadsheet application, for example, Microsoft Excel.

Click Close to close the License History window.

6.2 Purchase Licenses

1.

In Licenses click Purchase Licenses from the dealer account to create and manage new
licenses and subscriptions.
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es  crealeaccount  myaccount  controld.com

Control @

PRI managelicenses  purchaselicenses  composer prolicenses  order history Logged i as
boyee-

customer support B dealer@controld.com
o Purchase Licenses 0 Losout

licenses

Please fil out the information below to purchase new software lcenses.
web navigator

Please note thatall purchases are finall * Indicates required fied
Licenses;
License Type * [ 4siont services (365 days) v

Liense Count* | |

Notes [ ]

O £dd Licenzes

Selected Licenses

4Sight Services Trial (90 days) §0.00 $0.00 50.00  $0.00

4Sight Services (365 days) $49.50 $49.60 5339 $62.89

2. Under Licenses, select the license type, type the number of licenses, and add helpful notes:
e License Type—Use the drop-down list to select a license type (the available selections may
vary).
e 4Sight Services Trial (90 days)—Assign for 90 days.
e 4Sight Services (365 days)—Assign for one year.
e Composer HE (no expiration)—Assign a permanent license.
e Intercom (30 days)—Assign for 30 days.
e Intercom (no expiration)—Assign a permanent license.

e MyHome Site (License for newer releases)—Assign a permanent license for all devices
attached to the system.

e iPad Navigator (License for previous releases)—Assign a permanent license for one
device.

e Software upgrade (2.0.0) (no expiration)—Assign a permanent license.
e License Count—Type the number of licenses in this group (there is no limit to these types of
licenses).
o Notes (Optional)—Provide some information for tracking purposes.
3. Toadd alicense, click Add Licenses.

4. Under Selected Licenses > License Type, review what you've ordered, the price, how many, sub-
total, tax, and total.

Please fil out the information below to purchase new software icenses

Please note that all purchases are final! * Indicates required field

Licenses:

License Type *

Liense Count* | |

Notes [ ]

O Add Licenses

Selected Licenses

4Sight Services Trial (90 days) $0.00 $0.00 $0.00  $0.00

4Sight Services (365 days) $49.50 $49.50 $339 $52.89

iPad (no expiration) $99.00 519800 $0.00 $198.00

Software License (2.0.0) (no expiration) $199.50 $997.50 $0.00 $997.50
Total

O uscate Quantties
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5. When you’re ready, click Update Quantities (to view a subtotal), and then click Checkout. The
Checkout page appears.

Note: Trial licenses show $0.00, however, they still need to be added as licenses even though no
charges are applied to them.

account  myaccount  control4.com

Control (@

PRRNRIRONMIN  manage licenses  purchase licenses  composer prolicenses  order history t;?)fcaewnaa
customer support dealer@controld.com
Checkout © Logout

licenses
Please fil out the information below,
‘web navigator
* Indicates required fiekd
selected Licenses:
48ight Senvices Trial (30 days) $0.00 1 $0.00 $0.00  $0.00

5
4Sight Services (365 days) 4950 1 $49.50 §3.39 §52.89
Intercom Trial (30 days) $0.00 1 $0.00 $0.00  $0.00
iPad (no expiration) $99.00 2 $198.00 $0.00 $198.00
Software License (2.0.0) (no expiration) $199.50 5 $997.50 $0.00 $997.50

Sub-Total

Tax

Total

a. Selected Licenses—Review the licenses you've selected and the totals.

b. Type the required information in each pane (Billing Information, Payment Information, and
Order Information).

Note: For your security, billing information is not retained after the purchase.

e Billing Information—Type the required information in all of the boxes, and then select
the country.

e Payment Information—From the drop-down menu, select your credit card and enter
your credit card number, security code, and expiration date. A receipt will be emailed to
the e-mail address associated with your account.

e Order Information—Type the PO number in the PO Reference box. Add any important
notes about the order in the Order Notes box.

c. Click Complete Purchase—The order number and details are displayed. Control4
recommends that you print out the receipt. Note: All license sales are final.

$40.50 1 $40.50
5000 1 5000
$00.00 2 $188.00
$199.50 5 99750

O Conpeis Purcrase

Copyright © 2013 Control4. All Rights Reserved.

Saved: 8/9/2013 2:05:00 PM TechDoc00024 Page 23 of 26



6.3

Managing Dealer Accounts on my.control4.com

Composer Pro Licenses

Use Composer Pro Licenses to grant these types of licenses to dealers and their employees.

To assign licenses to dealers or installers:

1.
2.
3.

In Licenses, click Composer Pro Licenses.
In the Composer Pro Licenses page, view the number of licenses available, distributed, or active.

Under Dealers, type the account name, Dealer name, or Owner’'s Email address, and then click
Filter to search for an account or view the small list of accounts in the Dealer pane. Click Update
All Dealers to update the license information.

Under Users, check the Enable checkbox next to the account name, and enter up to five (5)
licenses (five is the max) in the max box.

Note: Users must have a valid account in the system to enable licenses. Employees can use
Composer Pro on up to five (5) different computers. If more licenses are needed, check with your
Control4 ISA.

internet s create account  my account  controld.com

Control @

account administration manage licenses  purchase licenses composer pro licenses  order history ;;f;dewﬂ as
customer support f dealer@controld.com
i Composer Pro Licenses O Logout

licenses
web navigator License Usage
Licenses Available: 0

Licenses Distributed: 120

Licenses Active:

Dealers

Account Name: | Dealer Name Ouiner Email

O Fiter @ Clear

El 50 0 0

ol4.com “ 9 ¢

ol4.com

Total Resuts: 2 Update Al Dealers

Click Update All Users to update the list if you've changed anything.
Under Composer Pro Licenses, view the users who have licenses.

(Optional) To deactivate a license, under Composer Pro Licenses, click deactivate at the
computer to deactivate. Note: This is on a computer with Composer Pro, for example, when an
employee has left the dealership.

Composer Pro Licenses

User: matt sand

Composer_msand_34@control4.com_MSAND-PC 17472010 1/4/2010 2.0.0.60571 deactivate
Composer_msand_34@controld.com_AMDUGGANTOE 1/15/2010 1/15/2010 2.0.0.61892 deactivate
Composer_msand_34@controld com_ME-PC 1/30/2010 1/30/2010  2.0.0.60571 deactivate
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(Optional) To reactivate the license, the user opens Composer, logs in, and enters his or her
email address and password. They can then use Composer Pro again.

Order History

Search for orders and view their history.

1.

2.
3.

In Licenses, click Order History to view the status of your orders by Ordered After, Order ID,
Order Notes, PO Reference, Ordered Before, Sales Order ID, or License Notes.

Click Filter to get the results.
Click Clear to clear out the search.

Control (&

manage licenses  purchase licenses composer pro licenses  order history

Order History

Order History

Licenses:

10106 10106 6/24/2010 3:18:03 PM §1.07 1

Anywhere Access: Web

Anywhere Access: Web lets dealers connect to demo controllers.

Note: The account must be set up first at my.control4.com. Dealers can connect only to the controller
on their dealer account; they cannot connect to their customers’ controllers using Anywhere Access:
Web.

Log Out

Click the Logout button to log out of my.control4.com.

Questions

Here are some common questions related to OS 2.0 or later for dealer accounts.

1.

How will the Pay for Upgrade policy be implemented? Systems that have been installed on a
prior version of Control4’s system software can update to OS 2.0. A project-based upgrade
license will be required to perform this upgrade. The license is per project, and is the same price
regardless of the number of devices in the project. Upgrade licenses can be purchased
electronically and allocated/managed using the dealer's my.control4.com account.

How will Anywhere Access: Web work? This Navigator for dealers connects to controllers for
demonstration purposes. Note: The dealer account must be set up first. Dealers can connect only
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to the controller registered on the dealer account. These dealers cannot access the customer’s
Anywhere Access: Web.

3. How many sub-accounts can | create? Dealer sub-accounts must be approved by a Control4
Area Sales Manager (ASM) or a Regional Sales Manager (RSM) to enable the use of any sub-
accounts.

4. Is my billing information kept at Control4? Only the last four (4) digits of your credit card are
retained for future reference.

5. How many Composer Pro Licenses can | get? By default, dealers are allowed 50 Composer
Pro Licenses. If you need more, contact your ASM.

6. How many controllers can I register for each dealer sub-account? Only one (1) primary
controller can be assigned per account.

7. How many Intercom licenses do | need to purchase per system? Only one (1) license needs
to be purchased per Control4 system regardless of the number of 5” or 77 In-Wall Touch Screens
(with Intercom) the consumer has installed.

10. Contact Control4 Technical Support

If you encounter any issues regarding licensing, please contact Control4 Technical Support for
assistance.

Phone: 1-888-400-4072
Email: support@control4.com

For additional information about the capabilities of licensing dealers and consumers for OS 2.5.1 and
later, refer to the product training on the dealer portal at http://dealer.control4.com/dealer/training.
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