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OS 3.4.0 Release Notes
The Control4 Sm art  Hom e OS 3.4.0 is a  m a jor release tha t  enhances system  not i-

fica t ions with in the Control4 app  to im p rove the ab ility of custom ers to use and  m an-

age their not ifica t ions.  Along  with int roduc ing  system  not ifica t ions, we a re rem oving  

term ina l access to enhance the p la t form ’s security. Also, a  m a jor upg rade to the Tunein 

d river is com ing  soon a fter release.

Note: - _ _ .Make sure your system  is upda ted  to OS 3.3.1 or la ter before upda t ing  to OS 

3.4.0. If you a re on p revious versions to OS 3.3.1, your insta lla t ion and  

upg rade capab ilit ies w ill be b locked .
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2 System  Event Notifica tions

In- app Notifica tion Managem ent

The m ob ile app  now has a  new set t ings configura t ion tha t  a llows users to enab le not i-

fica t ions for devices tha t  genera te events in the History view today. User can selec t  

wha t events they want a  device to not ify on, or d isab le not ifica t ions for tha t  device 

ent irely by d isab ling  the bell icon to the left  of the device nam e. 

 Deep Linking  

Most push not ifica t ions will now support  deep  linking  by default . This a llows a  user to 

jum p  to the m ost  ac t ionab le sc reen inside the Control4 m ob ile app  sim p ly by p ressing  

the push not ifica t ion. For cam eras, th is w ill jum p  to the live view, or the event  in the his-

tory view ( if it  has been recorded ) , for other devices such as locks or sensors, it  w ill ta ke 

you the app licab le locks and  sensors sc reen so the user can im m ed ia tely see the sta te 

of the device. 
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History View Notifica tion Enab lem ent (Swipe)  

Users can turn on/ off push not ifica t ions for a  sing le event  right  from  the History view by 

swip ing  right  to left  on an event  
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3 Term ina l Access Rem oved
With OS 3.4.0, we a re rem oving  term ina l access to controllers. This change inc reases the 

reliab ility and  security of our p roduc ts and  is required  to m ove us into com p liance with 

upcom ing  cybersecurity laws.
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4 Mobile App and Com ponent 
Updates

These item s a re delivered  outside the OS release cyc le.

User Managem ent and Account Deta ils

Invite new users, ed it  user, define a  ro le ( adm in/ standa rd )

 

Allow p roperty deta ils to be upda ted
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Surveillance Experience Updates

Live Thum bna ils w ith Ind ica tors- - Live ind ica tor icons now appea r when stream ing  live 

cam era  feeds. When a  cam era  is not  live; a  “t im e ago” icon appea rs to let  the user know 

how long  ago the snapshot  was taken. Add it iona lly, we have enhanced  the live thum b-

na il view for tab lets and  our T4 touchscreens to have a  sc rollab le 2x2 g rid  of live thum b-

na ils tha t  takes advantage of the la rger form a t sc reens. Tab let  and  touchscreen users 

can st ill use the c lassic  thum bna il sc reen tha t  shows up  to 9 snapshots a t  a  t im e.

Cam era  aud io support- - The Control4 cam era  experience now supports incom ing  

aud io from  X20 cam eras.

Lighting  Color Picker (Com ing in Q4 2023)

The color and  tem pera ture p ickers have been redesigned  to im p rove usab ility. To save 

a  color p reset  you need  to selec t  the hea rt  icon and  nam e the p reset .
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Settings Redesign (Com ing in Q4 2023)

Sett ings has been redesigned  with our new UI kit  to cont inue a ligning  the whole OS with 

the new design language first  launched  on the Ha lo rem otes. It  m akes the experience 

m ore intu it ive and  sets the UI up  for good ies tha t  w ill be delivered  in the future.
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Room  Picker with Wallpaper Preview (Com ing 
in Q4 2023)

The wa llpaper p icker has been redesigned  to im p rove usab ility based  on custom er feed -

back.

A sm a ll im p rovem ent to the room  p icker list  to inc lude a  p review of the room  wa llpaper 

to m ake find ing  the correc t  room  easier for visua lly oriented  peop le.

Lighting  Scenes v2 (Com ing in Q4 2023)

New and  im p roved  wiza rd  flow for c rea t ing  light ing  scenes.

Easily add , ed it , or rem ove a  light ing  scene.
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5 TuneIn Prem ium  Driver
With OS 3.4.0, the fo llowing  d rivers w ill no longer be autom a t ica lly added  to the p rojec t  

w ith the first  controller added : TuneIn, My Music , My Movies.

 l There will be no change to p rojec ts c rea ted  in ea rlier OS versions and  upda ted  to 

OS 3.4.0.

(Com ing  soon)  There is a  new TuneIn d river ava ilab le for system s running  OS 3.

 l A TuneIn account is required  for the new TuneIn d river, but  it  doesn't  have to be a  

p rem ium  account. The new  d river supports TuneIn p rem ium  account fea tures and  

cont inues to support  free TuneIn account  fea tures.

 l The p revious TuneIn d river w ill be renam ed  "TuneIn ( Legacy, OS2) " in the loca l and  

online d river DB. The new d river w ill be nam ed  "TuneIn" and  will be ava ilab le in the 

online d river DB.

 l There a re no changes to exist ing  custom er insta lla t ions using  the current  TuneIn 

d river.

 l We encourage insta llers to insta ll/ configure the new TuneIn d river on new p rojec ts 

and  on p rojec t  upda tes for exist ing  custom ers using  TuneIn.

 l Custom er can insta ll the new TuneIn d river on their own by using  the "Manage 

Music " d river.
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6 Control4 For Your Desktop
If your custom ers a re looking  for a  rep lacem ent for the PC app  tha t  existed  for OS 2, we 

have som e good  news. Beg inning  a  yea r ago, we sta rted  support ing  running  the Con-

tro l4 app  on your com puter.

 l Requires an App le Mac  Com puter w ith an M1/ M2 chipset  or PC running  the la test  

version of Windows 11.

 l Known Issues:

 l The cam era  experience is c rashing  on Windows 11 PCs. This is a  bug  on 

Mic rosoft ’s side, and  we a re wa it ing  for them  to release a  fix.

Apple M1/ M2 Mac Setup

 1. Open the App le App  Store.

 2. Insta ll Control4.

12



Windows 11 PC Setup

 1. Open the Mic rosoft  App  Store.

 2. Insta ll the Am azon Appstore.

 3. Open the Am azon Appstore.

 4. Insta ll Control4.
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7 Bugs Resolved
This is the list  of bugs resolved  over the course of our OS 3.4.0 release.

ZWAVE- 682 Repet it ive m essages causing  devices going  offline

ZWAVE- 665 Z- Wave m esh c rash -  beta  report  invest iga t ion

ZWAVE- 660 Delet ing  selec ted  controller d river from  the p rojec t , w ill p revent  selec t ing  

new    controller unt ill d irec tor is resta rted

ZWAVE- 506 Z- Wave: ZPC ignores on/ off m essages for d im m ing  devices

SYS- 7907 tm p fs on CoreX is not  configured  correc t ly

SYS- 7587 COREx Controllers do not  pass MQA Aud io to d ig ita l outputs correc t ly.

SYS- 7371 control4- osd  is enab led  in sysm an but  not  running  on core controllers

SYS- 7268 Core 3 OSD stuck on "Connec t ing  to Direc tor"

SYS- 7256 CORE1 ignores Disab le Front  LEDs set t ing  in d river a fter upda te.

SYS- 7255 CORE Controller: get t ing  a  b lank sc reen with no signa l, ra ther than a  p roperly    

d isp layed  OSD with no icons

QT- 1442  CORE -  Onscreen "Fa iled  to re- connec t  to Direc tor"

QT- 1437  Favorites -  Com fort  icon is shown in favorites page in a ll room s and  on m enu if 

no    experiences

QT- 1295  Core5 OSD Missing  Info

LIGHT- 3753 Togg le Scenes b reak Advanced  Light ing  agent  Scene List

EMCOMM- 1803 Core controllers zigbee fa ils when ram p ing  com m ands to ir controlled  

devices.

EMCOMM- 1780 Zserver hung  on thread  jo in

EMCOMM- 1666 CA1 Mesh down
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EMCOMM- 1531 Zigbee devices stop  respond ing  a fter 11 days of up t im e

EL- 8872  IR Code does not  work on Core

DRIV- 8947 Da ta  ana lyt ics agent w ill add  to com poser but  wont  load  into agent list

DC- 7005  Controller Mig ra t ion wiza rd  doesn't  a llow the HC- 800 to m ig ra te from  3.3.0 - > 

3.3.0

DC- 6929  Unab le to use m ig ra t ion wiza rd  to m ove from  Core 1 to the lite

DC- 6752  Form  for Z- Wave DSK rem a ins ava ilab le a fter t im eout and  device being  added

DC- 6556  HTML tab  inside d river lose focus

CS- 11755 Cannot backup  a  p rojec t  through b roker unless a  m anua l backup  has been 

taken   through the backup  agent  a t  least  once

CS- 11493 Push/ Em a il not ifica t ion -  Da te form a t issue (AU/ NZ)

CS- 11398 CORE5 Direc tor Lock Up

CI- 23045  Room  Favorite Ed it ing : Left - over corrup t  da ta  can c rash Naviga tor

CI- 22188  T3 'Unfortuna tely Screensaver Has Stopped ' error a fter upda te

CI- 21921  Now Playing  Not Showing  This Morning

CI- 21483  T3 'Unfortuna tely Screensaver Has Stopped ' error resets sc reensaver set t ings

C4OS- 10567 Broker responds to c lea ring  a  p rojec t  by being  unresponsive for 2- 5 

m inutes

C4OS- 10466 History Agent: Showing  'No History' on Touch Screens and  Mob ile Devices

C4OS- 10183 Push not ifica t ion is causing  a  sigsegv 11 c rashing  d irec tor

C4OS- 10092 T4 Touch Screen -  stuck on a  sp inning  icon and  the sc reen is not  load ing  

the UI

C4OS- 9694 Broker: Ident ifica t ion fa ils to connec t  a  d river
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C4OS- 9589 Send ing  a  nam e change to an item  without  a  st ring  a rgum ent fa ils ung race-

fu lly

C4OS- 9585 Gett ing  504 error from  b roker on m ult ip le autom a ted  tests

C4OS- 8841 Broker route throws an error

C4OS- 8228 system - version is m issing  on core controllers

C4OS- 8048 The request  GET / ap i/ v1/ loca t ions/ room s/ [ room Id ] / m ed ia / m ovies returns 

an em p ty    list

AV- 9155  MDM Agent not  switching  aud io

AV- 9144  Errant  reselec t  a fter Room  Off

AV- 9126  Error c rea t ing  externa l p rofile SIP UA -  3.3.3

AV- 9010  Core5 DSP set t ings for d ig ita l outputs do not  persist  a fter reboot

AV- 8984  CORE Lite: controller ( sole one in p rojec t)  has zwave fields and  tabs in CP

AV- 8981  Core Lite -  OSD anim a t ion

AV- 8962  Support  "Snapshot" w ith cam era / door sta t ion event

AV- 8951  Som e T3s rem a in not  ready in freeswitch a fter a  refresh navs

AV- 8940  Core5 Dig ita l Output  Volum e not  ab le to be controlled

AV- 8908  CORE5 Test  Tone -  Can't  d isab le.

AV- 8812  AVSwitch Proxy filtering  pa ram s for SET_ VOLUME_ LEVEL com m and

AV- 8810  Core5 has too m any "Null Modem  Enab led " togg le but tons in the d river UI

AV- 8724  connec t ion elem ent not  working  in OS 3.3.2

AV- 8667  Invest iga te voice going  offline for App leTV

AV- 8647  Wrong  va lue for Intercom  Ringer, Speaker and  Mic rophone can be set  w ith 

Broker    API Com m and

AV- 8540  Aud io desync  between a  Core3 and  an EA3
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AV- 8537  All intercom  devices offline a fter upda te

AV- 8532  Triad  d river doesn't  turn off zones

AV- 8471  Receiver Proxy Control Control Pulse Bass Does not  have an OUTPUT     Pa ram eter

AV- 8468  Core- 5 d ig ita l out  1 doesn't  change volum e and  is rea lly loud

AV- 8373  CORE 5 controller MDU ca lls fa iling  to connec t

AV- 7989  Yam aha  MTX: Pa thing  is selec t ing  the wrong  Controller output  when using  a  

Non    Bind ing  Connec t ion

AV- 5305  Med ia  Player Proxy cannot  pass aud io pa th when bound  to AVSwitch Pro
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8 Firm ware Changes
Note: - _ _ .For T4 Series 8” Touchscreen revision F ( or newer)  tha t  began shipp ing  a t  the 

end  of 2021, an upda te was inc luded  in OS 3.4.0 a im ed  to add ress the issue 

of “jit ter”, which is cha rac terized  by flickering  or dup lica te im ages observed  

on som e panels in the field .

If your T4 Series 8” Touchscreen is current ly experienc ing  th is behavior, we 

recom m end  upda t ing  to OS 3.4.0. Im p rovem ent should  be not iced  with in 

one week, often m uch sooner.
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9 Life Cycle Changes
There a re no ha rdwa re end  of life changes. 
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10 Upgrade Path
Note: - _ _ .To upg rade to OS 3.4.0, current  Control4 system s m ust  be OS 3.3.1 or h igher. 

 

20



11 Software Product Release Versions

Control4 software releases (since 3.x)

Release 3.0.x

Tuesday, May 22, 2019 3.0.0.562835-res Initial Release – New user experience 

and Composer enhancements.

Friday, June 11, 2019 3.0.0.563304 -res Maintenance Release that super-

sedes the previous 3.0.0.562835-res 

version.

Release 3.1.x

Wednesday, September 11, 

2019

3.1.0.566775-res Initial Release – CA-10, Google 

Assistant, Composer Pro version inde-

pendence, Intercom Anywhere expan-

sion, OSD lighting, Sessions, pinch 

and zoom on Android.

Tuesday, September 17, 2019 3.1.1.569774-res Maintenance Release – Security 

update with default password 

removal. OSD room change.

Wednesday, March 4, 2020 3.1.2.571828-res Maintenance Release – Over the air 

update, faster camera snapshots, and 

defect fixes.

Wednesday, May 27, 2020 3.1.3.574826-res Maintenance Release – Access 

Agent, Composer package man-

agement structure changes, com-

ponent updates for OSD and T3, and 

defect fixes.

Release 3.2.x    

Tuesday, October 13, 2020 3.2.0.586513-res Full Release – Video doorbell, Con-

trol4 OS 3 Mobile App with Intercom, 
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History View, SR-260 volume feed-

back, Driver add Driver SDK.

Monday, December 7, 2020 3.2.1.589103-res Maintenance Release – Support for 

the T4 touchscreens and defect fixes.

Tuesday, February 23, 2021 3.2.1.592369-res Maintenance Release – Support for 

new T4 8” touch screen

Wednesday, March 24, 2021 3.2.1.593279-res Maintenance Release – T4 touch 

screen backlight adjustment

Tuesday, May 25, 2021 3.2.2.598005-res Maintenance Release – OvrC Pro on 

controllers, Ambient Light Sensor 

source and followers, Centralized 

Lighting and Gateway security, Zig-

bee Health, Device Logs, Access 

Agent support for thermostat sched-

ule and presets

Wednesday, September 22, 

2021

3.2.3.606460-res Maintenance Release – MultiDisplay 

Manager (public beta), EQ Controls, 

Driver Search, Connection Filters, 

Feedback Menu, Productivity Folder, 

Lighting Keypad Widget, Dynamic AV 

Buttons, Night Mode, and Hebrew 

Language.

Thursday, December 2, 2021 3.2.4.612716-res Maintenance Release – MultiDisplay 

Manager Release and defect fixes

Release 3.3.x   

Wednesday, June 8, 2022 3.3.0.628678-res Full Release – CORE Controllers, 

Colored Lighting, Remote Connection 

Screen, and Zigbee Configuration 

Change

Wednesday, September 28, OS 3.3.1.639488-res Maintenance Release – Version 2 of 
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2022 Z-wave, Recently Played, Lighting 

Scenarios, Color Gamut, Default Wall-

papers

Wednesday, January 18, 2023 OS 3.3.2.651066-res Maintenance Release – Ryff to MoIP, 

Halo Remotes, x20 Camera, Dynamic 

URLs, Live Thumbnails, Single Cam-

era View, Camera Tile Reordering 

Wednesday, April 19, 2023 OS 3.3.3.660628-res Maintenance Release – Flyout menu, 

Bug Fixes

Wednesday, September 13, 

2023

OS 3.4.0.681769-res Full Release – System notifications, 

Terminal Removed, Mobile Updates, 

and Bug Fixes
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